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ARTICLE INFO ABSTRACT

Keywords: In a globalised world dependent on information technology, ensuring adequate protection of an organisation’s
Security management system information assets has become a decisive factor for the longevity of the organisation’s operation. This is
Security risk analysis and management especially important when these organisations are critical infrastructures that provide essential services to

Reuse of knowledge
Hierarchical risks
Dynamic security risk management

nations and their citizens. However, to protect these assets, we must first be able to understand the risks to
which they are subject and how to manage them properly. To understand and manage such the risks, we need
first to acknowledge that organisations have changed, and they now have an increasing reliance on information
assets, which in many cases are shared with other organisations. Such reliance and interconnectivity means
that risks are constantly changing, they are dynamic, and potential mitigation does not just rely on the
organisation’s own controls, but also on the controls put in place by the organisations with which it shares
those assets. Taking the above requirements as essential, we have reviewed the state of the art, and we have
concluded that current risk analysis and management systems are unable to meet all the needs inherent in this
dynamic and evolving risk environment. This gap in the state of the art requires novel approaches that draw
on the foundations of risk management, but they are adapted to the new challenges.

This article fulfils this gap in the literature with the introduction of MARISMA, a novel security risk
analysis and management framework. MARISMA is oriented towards dynamic and adaptive risk management,
considering external factors such as associative risks between organisations. MARISMA also contributes to the
state of the art through newly developed mechanisms for knowledge reuse and dynamic learning. An important
advantage of MARISMA is the connections between its elements that make it possible to reduce the subjectivity
inherent in classical risk analysis systems, thereby generating suggestions that allow the translation of perceived
security risks into real security risks. The framework comprises a reusable meta-pattern comprising different
elements and their interdependencies, a supporting method that guides the entire process, and a cloud-based
tool that automates data management and risk methods. MARISMA has been applied to many companies
from different countries and sectors (government, maritime, energy, and pharmaceutical). In this paper, we
demonstrate its applicability through its application to a real world case study involving a company in the
technology sector.

1. Introduction information systems have become fundamental concerns for citizens
(to preserve their privacy), businesses (to protect digital assets and

Cybersecurity has become a decisive requirement in a digitalised transactions), and states to protect their critical infrastructures and
society, in which the number and impact of threats are constantly
growing [1,2], thus requiring adequately protected information sys-
tems [3]. Therefore, security management and threat mitigation within

ensure the continuity of governments and public services [4,5].
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The evolving landscape of cybersecurity demands a comprehensive
analysis of emerging risks, particularly as digital threats like deep-
fakes increasingly challenge information integrity. Advanced detection
technologies, such as those leveraging deep learning, are crucial for
effectively identifying and mitigating these risks [6]. In the context
of managing risks in distributed systems, especially within the In-
dustrial Internet of Things (IoT), the aggregation and optimisation of
data using hybrid algorithms are crucial. These methods enhance the
accuracy and efficiency of risk management processes in increasingly
interconnected environments [7]. Ensuring the security of advanced
IoT systems requires robust intrusion detection mechanisms. Utilising
blockchain in combination with neural networks offers a promising ap-
proach to enhance the resilience and reliability of these systems against
emerging threats [8]. A systematic approach to deploying these tech-
nologies helps address open issues and enhances the overall security
framework [9].

Furthermore, in today’s globalised and competitive business envi-
ronment, companies rely heavily on information systems, which are
key to boosting their competitiveness [10]. Therefore, they are aware
that information, support systems, and network processes are their
paramount assets [11], and are subject to a wide variety of risks that
can seriously affect the company [12,13]. Thus, it is important for com-
panies to implement security controls in order to identify and control
the risks to which they may be exposed [14,15]. However, the imple-
mentation of these controls is insufficient, as systems are needed to
manage security over time that are capable of reacting rapidly to issues
such as new risks, vulnerabilities, and threats are needed to manage
security over time [16]. Thus, security management [17] is required to
provide solutions to these problems. However, most companies have
chaotic security management systems that lack adequate guidelines,
documentation, sufficient resources and a high security culture. On
the other hand, understanding the associated risks and their severities
for ICPS assets is crucial to protecting them from cyber-attacks; risk
analysis is a main step in threat modelling, and the evaluation of risk
levels is vital for business decisions [18]. This problem is particularly
acute in the case of small and medium-sized enterprises (SMEs), which
have limited human and financial resources for providing adequate
security management systems.

Therefore, it is necessary to establish mechanisms that are suffi-
ciently simple so that they can be adapted to all types of compa-
nies [19], which allows companies to understand their cybersecurity,
and in particular the risks associated with it [20], because risk manage-
ment is an essential process in any business management model, and
all the activities of a company involve risks [21]. Thus, an effective
risk assessment helps an organisation’s top management make optimal
decisions and avoid losses [22], which requires the selection and im-
plementation of safeguards to understand, prevent, deter, reduce, or
control identified risks.

In response to these needs, the scientific community and interna-
tional standardisation organisations have proposed a set of techniques
and methods that have made it possible to implement risk management
mechanisms effectively, with wide acceptance by companies in multiple
sectors, especially large enterprises. However, the rapid evolution of
information technology, particularly the proliferation of new and more
sophisticated cybersecurity risks, has led to new needs that have not
been adequately met by previous solutions. One example is the need
to consider risk not only at an individual level in the organisation but
also derived from the company’s relationship with its environment,
its circumstances (variants at all times), and with other companies
(associative risks), either as technological partners, as third parties in
some services provided by the company, or as co-participants in multi-
company projects, as well as considering the relationships that can
occur between different companies in the same group (hierarchical
risks). In this sense, a fundamental aspect is to consider the concept of
collaborative risk; that is, several companies can align their risk systems
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to better manage them, especially when collaboration is vital in the
current market situation.

The management of hierarchical and associative risks has also ac-
quired particular importance with the appearance of new developments
such as cloud computing [23], fog computing [24], critical cyber infras-
tructures [25,26], the Internet of Things (IoT) [27,28], Big Data [29],
and cyber—physical systems [30] associated with Industry 5.0 [31,32].
These developments have sensibly altered the perception of information
system infrastructure and architecture; thus, traditional risk catalogues,
which define basic elements such as assets, threats, and controls, as well
as their static interrelationships, are not fully capable of adapting to the
different specific characteristics of these new emerging technologies.
Thus, there is a need for approaches that can adapt risk catalogues
and interrelationships to different sectors and technologies [33,34].
Furthermore, when constructing these risk catalogues, a large number
of subjective aspects must be defined to perform a risk analysis, which
is of particular importance. These subjective factors frequently lead to
haphazard and nonanalytical results, resulting in highly subjective risk
assessments. This highlights the need to develop new methods to im-
prove risk assessment by making it as objective as possible [35], which
is an approach to risk calculation anchored by probability theory [36].

Another key issue for organisations is the cost of performing and
maintaining risk analyses and management over time. Current solutions
are generally not designed to repeat the process every time changes
occur in an asset and risk structure. This leads to high maintenance
costs or, in the worst-case scenario, to the necessary updating of risks
not taking place and to a lack of awareness of real risks at all times.
This maintains a static image of the risks that have occurred months or
even years previously, which detracts from the value of the analysis and
compromises correct decision-making [37]. Therefore, it is important
to develop strategies that make it possible to dynamically maintain the
results of risk analysis without increasing costs [38,39] and adapt to
any type of organisation, regardless of its size or sector.

Finally, another important issue is the possibility of reusing the
knowledge acquired during the execution of previous risk analyses. This
gives rise to a system that improves and learns over time and aims to
introduce measures to detect, mitigate, predict, and deter attacks using
lessons learned over time, both within and among organisations. To
this end, it is vital to use support tools that automate tasks and facilitate
compliance with the applied methodologies, as the strategic potential of
IT security remains mostly untapped because of the lack of appropriate
decision-making and communication tools that would enable project
managers to address IT security in a purposeful manner [40].

Consequently, considering the preceding analysis, the principal re-
search question this study seeks to address is as follows: Is it feasible
to devise a risk analysis approach that aligns with these identified
requirements? Specifically, this involves (i) developing the ability to
adapt to emerging risks associated with technological advancements
such as big data, CPS, and blockchain; (ii) establishing associative and
hierarchical relationships among risk components; (iii) facilitating the
reuse of knowledge; (iv) managing the dynamic and evolving nature
of risks; (v) integrating capabilities that support collaborative risk
management among organisations; and (vi) enhancing the objectivity
and explainability of decision-making processes.

In response to our research question and building on the foun-
dational contributions of the research and standards community, we
developed MARISMA, a comprehensive cybersecurity risk analysis and
management framework. MARISMA offers key innovations, including
its adaptive catalogues for flexible risk identification, dynamic crite-
ria for real-time risk adjustment, and an emphasis on collaboration
between organisations sharing similar technological environments. It
maximises automation in risk assessment processes, reducing man-
ual intervention and enhancing efficiency. Additionally, it promotes
a holistic approach, covering all organisational assets to ensure no
critical element is overlooked, and provides tools for knowledge reuse
and learning to continually improve risk management practices. This
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framework was designed to adapt to these evolving needs and was
conceived predominantly in a real-life context by employing the action—
research method throughout the research process. We progressively
refined and validated MARISMA for numerous SMEs across Spain,
Brazil, and Colombia operating under diverse regulatory frameworks.
Moreover, it has been implemented by several large Spanish compa-
nies within the critical infrastructure sectors of chemicals and hydro-
carbons. MARISMA has been utilised as a benchmark framework in
cybersecurity risk analysis within the maritime sectors of Spain and
Colombia.

The remainder of this article is structured as follows. Section 2
describes the results of a systematic review of the literature carried out
to identify the principal risk analysis and management tools currently
available and to analyse their suitability to meet the requirements
identified. Section 3 presents the MARISMA framework, together with
its three main components: a meta-pattern that enables reusable risk
catalogues for sectors and organisations to be built; a method that
provides detailed guidance for risk experts and customers regarding
the steps to be taken for risk analysis and management; and a cloud-
based tool that fully automates meta-pattern creation and instantiation,
together with risk analysis and management tasks. In Section 4, we
describe a detailed case of a company which uses our risk analysis
and management framework. In Section 5, the limitations of the frame-
work and the main lessons learned are discussed. Finally, in the final
section, we present our main conclusions and outline possible future
developments in the MARISMA framework.

2. Related work

To identify and consider the primary approaches of the scientific
and standards communities relevant to our research question, we con-
ducted two systematic literature reviews, the findings of which are
summarised in this section. These reviews adhered to the protocol
developed by Kitchenham [41,42], which was appropriately adapted
for research in the field of information systems. This approach not only
facilitated the identification of compelling risk analysis methodologies
but also helped to more accurately define the desired criteria. This
enabled us to categorise various proposals based on whether they fully,
partially, or did not meet these criteria.

Throughout the course of these systematic reviews, additional valu-
able references emerged, such as proposals for creating risk models
based on MBCA [43] and some tools have been identified that au-
tomate aspects of the risk analysis processes, focusing on develop-
ing cloud-based knowledge bases. Examples include ALL4TEC' and
EGERIE-SOFTWARE.? However, despite their importance, these pro-
posals and tools were not included in the table, as in some cases
their orientation was different from the one proposed in the paper
(e.g. oriented to address risks related to the definition of requirements
and the software life cycle), and in others, as in the case of the tools,
their commercial character prevented them from being analysed from
a scientific point of view.

The first systematic review focused on the identification and anal-
ysis of the major risk assessment methodologies and standards cur-
rently in use, provided that they continue to be actively referenced
in the scientific literature and have been updated with reasonable
frequency in recent years. We identified MAGERIT [44], OCTAVE [45],
MONARC [46], CORAS [47], EBIOS [48] and MEHARI [49] as the main
methodologies currently available, along with the ISO/IEC 27005 [50],
COBIT [51], and NIST standards [52]. Following detailed analysis,
these useful approaches were judged to have created a solid foundation
in the field of international risk analysis and management. However,

1 https://www.all4tec.com/en/cyber-architect-en/
2 https://egerie.eu/en/egerie-risk-manager/
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these methodologies have not been fully adapted to the main chal-
lenges identified in the scientific literature. In fact, we observed some
important weaknesses, such as excessively rigid element catalogues,
which make their application in technologically changing contexts
difficult. Moreover, there is a lack of processes that facilitate knowl-
edge reuse and learning from experience, which negatively affects the
efficient application of these tools. Furthermore, despite increasing
inter-organisational dependence, certain tools to determine risks in an
associative and hierarchical manner between different organisations
are still lacking.

The second systematic review was conducted to identify and analyse
the principal scientific research that explicitly focused on challenges
in the context of security risk assessment and management identified
above. A detailed description of this systematic review and an anal-
ysis of the results obtained can be found in [53], whose principal
conclusions are presented below, leading to the construction of the
MARISMA framework. In this second systematic literature review, we
identified existing risk analysis models and methodologies, focusing on
issues such as associative and hierarchical risks, dynamic and low-cost
risk assessment, and identification of the most important approaches,
followed by analysis and a comparative study. Thus, after obtaining an
initial list of 6635 studies for the period 2011-2022, we selected 30
approaches that precisely matched our inclusion and exclusion criteria
as defined in the systematic review protocol. These approaches were
classified into the following five groups: (i) processes, involving a
set of actions planned in successive phases for the development of
risk assessment and risk management; (ii) frameworks, consisting of
structured components with defined interrelationships, focusing on risk
assessment and risk management; (iii) models, based on artefacts or
specific techniques that provide a representation of complex systems
in the context of risk assessment and management in order to better
understand their rationale; (iv) methodologies, composed of sets of
procedures and techniques that are applied in an orderly and systematic
manner to resolve specific problems, which, in our case, involve risk
assessment and management, bringing together both processes and
models; (v) Other, consisting of approaches that do not fit neatly into
the categories listed above, but which constitute interesting strategies
in the context of our research.

To conduct a detailed analysis of these approaches, we define a
specific set of criteria or properties that have been identified as de-
sirable in the scientific literature in the context of risk assessment and
management proposals. These criteria (Table 1) were then evaluated in
relation to each of the 30 proposals identified, distinguishing between
full compliance (yes), partial compliance (part), and noncompliance
(no) (Table 2). Specifically, we identify several criteria that closely
align with the aspects delineated in our research question. They are
classified into two main categories: scientific and technological. Table 1
presents the details of these categories.

Admittedly, while the identified scientific objectives may be more
prominently featured in the current proposal, fulfilling the technologi-
cal objectives is equally important from a practical standpoint.

The analysis of compliance with these criteria is summarised in
Table 2, which shows that many of the tools studied did not com-
ply with the criteria used in the review. In fact, virtually none of
the approaches involved catalogues of risk elements (SO1) that could
change over time without altering the risk assessment and management
processes. However, none fully complied with the risk hierarchy and
associativity criteria (SO2) used to determine the risk dependencies and
interrelationships, although many began to show partial compliance.
Regarding knowledge reuse (SO3), few approaches have implemented
processes that facilitate learning from previous experiences, although
many recognise the need for this. Most strategies cannot be considered
dynamic because they do not provide mechanisms to react quickly to
security incidents (SO4). Unfortunately, none of the tools studied had
a collaborative capacity (SO5) to provide a global threat assessment
to improve incident responses. We also observed that different tools
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Table 1

Detailed description of scientific and technological objectives.
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Type Code

Objective

Description

SO1

Scientific

Adaptative Catalogues

It refers to the flexibility of risk catalogues to adapt to changing contexts, risks, and technologies.
Adaptive catalogues allow continuous updating of risk elements and dynamic relationships between
assets, threats, vulnerabilities, and controls, providing a comprehensive and evolving view of risk.
Example: If a new threat like ransomware appears, the catalogue should be able to add it and link
it to relevant assets (like databases) and security controls (like backups and encryption).

S02

Hierarchies and Associativity

It refers to managing interconnected risks across departments or organisations that share assets or
services. This collective approach ensures that actions in one area are understood in relation to
their impact on overall risk, as risks in one entity can affect others.

Example: In a company outsourcing its cloud infrastructure, both the company and provider share
responsibility for data security. If the provider is breached, all relying entities are affected.

S03

Knowledge Reuse and Learning

It refers to a risk management system’s ability to reuse knowledge from previous analyses to
improve decision-making and optimise future assessments. This reduces subjectivity and reliance
on individual interpretations by leveraging data and past experiences, preventing mistakes and
applying best practices.

Example: A security team can use an analysed risk catalogue to make objective decisions about
controls, instead of relying only on intuition or personal experience.

S04

Dynamic and Evolutive Criteria

It refers to a system’s ability to quickly adjust risk values in response to significant security
incidents or emerging threats. This dynamic adaptation ensures accurate and up-to-date risk
management in rapidly evolving threat environments. Risk values, like likelihood or impact, are
continuously updated based on new events or incidents.

Example: If an organisation assessed DDoS attack risk as low but the system detects an increase in
such attacks, it automatically updates the threat’s likelihood and impact.

SO5

Collaborative Capacity

It refers to organisations’ ability to collaborate by using shared global risk frameworks, allowing
entities in similar sectors or with similar technologies to work together in managing risks and
responding to external threats. This approach emphasises cooperation and information sharing to
strengthen collective defences against evolving risks.

Example: Financial companies can create a shared risk framework to address industry threats like
electronic fraud or data theft, enabling a coordinated response.

S06

Low Level of Subjectivity

It refers to the ability of a system to minimise the influence of the personal interpretation of
evaluators in risk analyses. The goal is to ensure that risk assessments are objective, consistent,
and repeatable, regardless of the person conducting the assessment. This is crucial to ensuring that
risks are managed uniformly and that decisions are not biased by the perspective of an individual
evaluator.

Example: Instead of guessing the likelihood of a cyberattack, the system uses data, vulnerability
analyses, and current threats to calculate the probability objectively.

TO1

Technological

Simplicity and Low Cost

The need to develop risk management solutions that are easy to implement and use, as well as
being economically viable for all types of organisations, especially small and medium-sized
enterprises (SMEs). A simple and low-cost system should be designed in such a way that it can be
adopted quickly and without complications by all types of organisations.

Example: A risk assessment system based on a simple graphical interface that allows users to
quickly select relevant risks and associated controls, without the need for advanced knowledge in
cybersecurity or risk management.

TO2

Tool Support

There is a need for a tool that automates risk assessment and management, reducing manual
work, improving efficiency, and providing faster, more accurate evaluations. This makes risk
management more effective, cost-efficient, and allows organisations to focus on strategic decisions.
Example: A dashboard that visually displays the organisation’s key risks, the controls in place, and
the current security status, enabling executives to quickly assess the situation and prioritise actions.

TO3

Global Scope

It refers to using a risk management tool across all assets of an organisation, not just specific
departments. This ensures a comprehensive view of risks for more efficient management.
Example: In a manufacturing company, the system analyzes risks for hardware, software,
production lines, suppliers, and HR policies.

TO4

Practical Cases

It emphasises the importance of evaluating tools used in real-life scenarios to ensure their
practical effectiveness. This approach ensures that technological solutions perform well in
real-world contexts, not just in theory or controlled tests.

Example: A risk assessment tool that has been used in hospitals to manage cybersecurity risks can
offer insights into how the same tool can be adjusted and applied in other sectors, such as
banking or manufacturing.

often lack specific strategies to ensure objective and repeatable risk
assessment (SO6), although some provide conceptual solutions for this
purpose. Most of the strategies reviewed, which were found to be com-
plicated, were more oriented towards large corporations that require
multiple resources (TO1), whereas some provided software tools to
support risk assessment and analysis (TO2) fully or partially. Moreover,
not all the tools can be applied to the full range of an organisation’s
assets (TO3). Finally, we found it problematic that most of the tools

studied do not demonstrate proven applicability in a large number of
real-life cases (TO4).

Despite the undeniable value of existing proposals and the progress
achieved in risk assessment and management, there remains a pressing
need for comprehensive, integrated solutions that are adapted to the
new challenges posed by advancements in information technology, as
stated in the research question. In developing our approach, some
contributions from these methodologies were utilised, particularly the
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Table 2
Analysis of the selected proposals.
Proposal SO1 SO2 SO3 S04 SO5 S06 TO1 TO2 TO3 TO4
Alhawari, S. et al. [54] No No Yes No No No No No No No
Feng, Nan et al. [55] No Part No Part No Part No No Yes Yes
Lo, Chi-Chun et al. [56] No Part No No No No No No No No
Yu-Ping Ou Yang et al. [57] No No Part No No No No No Yes Yes
Shamala, P et al. [58] No Part Yes No No No No No Yes No
Waulan, M. et al. [59] No Part No No No No No Yes No Yes
Saleh, M et al [60] No Part No No No No No No No No
Sato, H. [61] No No Yes No No No No No Yes No
Feng, Nan et al. [62]Wang Lijian et al. [63] No Part No No No Part No No Yes No
Webb, J. et al. [64] No Part Part No No No No No Yes Yes
Armenia, S. et al. [65] No No. No Yes No No Yes Yes No Yes
Raktim, D. et al. [66] No Part No No No Part No No No Part
Vicente, E. et al. [67] No Part No Part No Part No No Yes No
Saptarshi, M. et al. [68] No Part No No No Part No No Yes No
Shameli-Sendi, A. [69] Part Part No No No No No No No Part
Sicari, S. et al. [70] No No No No No No No No No Yes
Staalduinen, M.A. et al. [71]Abdo, H et al. [72] No No No No No No No No No Yes
Khan, F. et al. [73] No No Part No No Part No No Yes No
Munodawafa, F. et al [74] No Part No Part No No No No No Part
Panchal, D. et al [75] No No No No No Part No No Yes No
Sangaiah, A.K. et al [76] No No No No No Part No No No No
Wangen, G. et al [77] No Part Yes Part No No No No Yes No
Zhang, H. et al [78] No Part No No No Part No No No No
Schmitz, C. et al. [79] No Part Yes No No No Yes Yes Yes No
Lamine, E. et al. [80] Part No No No No No No Part Yes Part
Schmidt, A [81] No No No Part No No No No No No
Tubio, P. et al. [82] No No No Part No Part Part No Yes Yes
Cherdantseva, Y., et al. [83] Part Yes No Yes No No No No No Yes
Bozku, E., et al. [84] No Part No No No Yes No No No No

use of their taxonomic catalogues, which form an invaluable part of the
initial knowledge base of the system, to build the new solution.

Therefore, we present a proposal aimed at contributing, especially
in the scientific aspect, but also technically, by offering various tech-
niques, processes, tools, and knowledge bases to address the problems
outlined in Table 1.

3. MARISMA framework

This section introduces the MARISMA framework used for risk
assessment and management. Fig. 1 provides an overview of this frame-
work, consisting of two main components, described in the subsections
below, together with the objectives achieved (defined in the previ-
ous section) and the roles involved (which will be described as the
components in the following subsections). The first component is the
"MARISMA Method” described in Section 3.1, with the risk analysis
and management process as well as the information model or risk meta-
pattern (reusable and applicable in different contexts) and the specific
patterns which are created for specific sectors using the elements of
the risk meta-pattern. Finally, the second component is ”Automatic
Support” described in Section 3.2, where the eMARISMA software tool
is used to support the risk meta-pattern and the process mentioned
above and to implement the specific patterns.

3.1. MARISMA method
As indicated above, the proposed method comprises a risk anal-

ysis and management process, a risk meta-pattern, and specific risk
patterns.

3.1.1. Meta-pattern and patterns

The risk meta-pattern structure defines the elements and relation-
ships that support the data modelling necessary to conduct risk assess-
ment and management in any type of organisation. It mainly defines
the necessary structure of Controls, Assets, and Threats (CAT) together
with the relationships that define the semantic details of each pattern
(intra-pattern relationships) and the mechanisms that enable pattern
hierarchies (inter-pattern relationships) to be established by reusing
and inheriting control, asset, and threat components. New patterns
to extend the meta-pattern structure can be generated to create tar-
get patterns adapted to specific contexts, such as a certain sector,
company size, system type (e.g. critical systems), and specific technol-
ogy (e.g. Big Data). This enables the knowledge acquired in previous
implementations to be used as a starting point for improving and
accelerating the development of new risk assessment and management
in new contexts. In addition, it is possible to apply a global pattern
to an organisation and more specific patterns to different parts of the
organisation, such as divisions, departments, and technologies. This
enables relationships and dependencies between elements of different
risk patterns to be established so that hierarchical risk structures can be
represented and inherited, as well as the associativity between different
implementations.

Fig. 2 shows how, in our method, the MARISMA meta-pattern,
specific patterns, and intra-pattern relationships are positioned. For its
representation, it uses the meta-object facility (MOF) standard from
the Object Management Group [85], which provides a framework for
defining metamodels organised into four levels of abstraction (from
M3 to MO0). M3 represents the highest level, the meta-metamodel,
where MOF defines itself and describes how metamodels should be
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Fig. 1. Architecture of our MARISMA framework.

constructed. At the M2 level, the metamodels that describe the structure
and rules that must be followed by the models based on them are
defined. The MARISMA meta-pattern was placed at this level. At the M1
level, models are defined according to a specific metamodel, and this is
where we place the specific patterns (CPS, ISO 27001, Big Data, etc.)
defined according to the MARISMA meta-pattern. Finally, at the MO
level, we identified concrete instances of the models when they were
applied to specific analyses.

A more detailed view of risk metapattern is presented in Fig. 3. This
shows a UML model which includes meta-classes that define the main
elements, as well as their interrelationships and interdependencies.
The set of components outlined below can be clearly identified in this
model.

» Controls: Using this structure, a security pattern architect can
define the safeguards and security measures to be implemented in
a specific risk analysis to control the impact of threats that may
affect an organisation’s assets. This structure is composed of an
aggregation hierarchy that groups security controls upward into
targets to be controlled, which are then grouped into normative
domains to be managed. MARISMA considers vulnerabilities as
a lack of appropriate security controls. Finally, security controls
are associated with key risk indicators (KRIs), which are fed by
metrics that facilitate knowledge and improvements in successive
implementations.

Assets: This structure enables an organisation’s assets to be de-
fined and categorised. Assets, which can be grouped accord-
ing to type, are also associated with different dimensions ac-
cording to possible threats to elements such as confidentiality,
integrity, and availability. Thus, assets can be examined from
various perspectives (dimensions).

Threats: This structure enables the identified threats to be de-
fined and organised into groups, thus making improved reuse
and threat management possible. These threats are related to
assets and controls defined by certain components in the form of
matrices.

Intra-pattern relations:

(i) Type of Asset x Threat x Dimension (TAxTxD) relations:
Using this matrix, the relationships between different types of
assets, potential threats, and possible dimensions affected can be
specified. These are considered intra-pattern relationships, whose
definition enables risk analysis to be optimised, thus avoiding
incorrect tuples that might unnecessarily complicate the risk anal-
ysis process because not all assets are affected by all threats or
related to all possible security dimensions.

(ii) Control x Threat (CxT) relations: This matrix enables
control-threat interdependency to be specified. Controls are de-
fined to prevent or reduce the effects of threats, whereas a lack of

security controls related to a threat implies an incomplete protec-
tion scenario. The lack of threats related to control may indicate
that control can be ignored in the context of this risk analysis.
This matrix, which represents an intra-pattern relationship, is
connected to the TAXTxD relationship to understand the controls
applicable to specific types of assets.

Inter-pattern relations: Our approach not only enables specific
risk patterns to be defined but also enables the development of
new risk patterns by inheriting components from other previously
defined patterns, which is an important feature of MARISMA. This
feature, which is not shown in Fig. 3, can be exploited to provide
a highly dynamic and intelligent risk analysis and management
ecosystem.

Recently, several risk patterns have been successfully defined and
applied. In fact, we used the inheritance and instantiation mechanisms
of our meta-patterns to develop several risk-pattern structures (see
Fig. 2), which are currently used by dozens of clients in several coun-
tries to conduct risk assessment and management. The first pattern,
which we defined by inheriting our meta-pattern based on ISO/IEC
27001:2013 [86] and MAGERIT V3 [44], has been used by many SMEs.
In addition, this risk pattern acted as the basis for developing a new
pattern focused on critical infrastructures involving the inheritance of
components such as controls, assets, and asset types, as well as security
dimensions and the definition of new patterns. However, this critical
infrastructure pattern has been used to define more specific patterns in
specific contexts, particularly for critical infrastructure in the chemical
sector. In addition to the above, we also defined other independent risk
patterns inherited directly from the meta-pattern and defined them for
specific technological contexts, such as cyber-physical systems [87],
big data-based systems [88] (see Fig. 2), and even for business process
models [89].

Thus, the evolution of risk patterns, which is one of the most versa-
tile features of the MARISMA framework, enables the implementation
of adaptability mechanisms. This principle of evolution is based on
the notion that each pattern is a species. Therefore, the risk analysis
subsequently performed by each organisation is an instantiation of that
species. In other words, we believe that patterns have evolutionary
characteristics which allow them to: (i) reproduce and generate new
individuals adapted to the pattern, as well as to generate new patterns
through evolution; (ii) learn through dynamic learning techniques, so
that each instantiation of a pattern helps it improve through new
applications; (iii) evolve under new circumstances, giving rise to more
modern and complete patterns, through the cloning or fusion of previ-
ous patterns; and (iv) die when patterns become obsolete, giving rise
to others that are better adapted and therefore more effective.
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3.1.2. MARISMA processes

In this section, we provide details of the MARISMA method, which
we designed to perform risk analysis and management procedures. We
also describe the principal functions, three main processes, actions, and
input and output artefacts. A SPEM 2.0 representation of the overall
structure of MARISMA is shown in Fig. 4. The three aforementioned
processes are as follows.

Risk-Pattern Generator (RPG) process. This process is responsible
for defining all the components of a specific risk pattern, which consists
of types of assets, controls, threats, security dimensions, and their
interrelationships, that is, the creation of a new pattern for a specific
context (Ar.NRP output artefact in Fig. 4). The risk pattern is developed
by analysing the most appropriate standards and reference documents
(Ar.SAP input artefact) related to the application area, and through
direct inheritance from our meta-pattern (Ar.RMP input artefact) or
from another previously developed risk pattern (Ar.SRP input artefact),
taking advantage of the knowledge and experience accumulated during
previous implementations. In addition, when MARISMA is fully opera-
tional, inputs in the form of security events (Ar.ISE input artefact) that
update different parameters of the risk pattern are received.

The Risk Analysis and Management Generator (RAMG), which
applies the developed (or reused) risk pattern in the RPG process
(Ar.NRP input artefact), and reifies this pattern to the specific details
of the organisation in which risk analysis and management are carried
out. Through this process, we finally obtained a risk map or analysis of
the current situation, as well as a risk treatment or management plan
(Ar.RAP output artefact in Fig. 4). Once the risk analysis is generated,
and the risks are managed through the dynamic risk management
(DRM) process, the identification of security events (Ar.ISE input arte-
fact) can lead to improvements in the parameters of risk analysis and
management.

The Dynamic Risk Management (DRM) process, is responsible for
dynamically updating the risk indicators (Ar.RAP input artefact), such
as the value of assets and threat probabilities, in the corresponding risk
matrices that connect the different components when security events

occur (Ar.ISE output artefact in Fig. 4) or non-conformities are detected
by security auditors.

It is important to note that the eMARISMA tool (eMARISMA input
artefact in Fig. 4) provides automatic support for all the processes
described in this method, as described in Section 3.2.

As implied by the above definition of MARISMA'’s three processes,
MARISMA, its workflow implements a cyclical process of continu-
ous improvement. First, the risk pattern needed (the RPG process)
is generated, and the schema to be reified by risk analysis and risk
management is defined based on this pattern. If necessary, this process
is executed when there is no existing pattern to meet the require-
ments. Subsequently, specific risk details were generated using the
RAMBG process in specific cases. After implementing the risk treatment
plan, even though risks are controlled using the DRM process, security
events occur, whose detailed analysis produces feedback to improve
risk analysis and management as well as the corresponding risk pattern.
Certain parameters of risk analysis and management, such as the threat
probability and degradation rate, can then be updated to improve a
particular case. Moreover, security events such as threats to previously
unidentified assets may even be identified, possibly leading to further
modifications at the risk-pattern level, which, once incorporated into
the pattern, improves all risk analyses and management generated from
this pattern.

Several specialists, with different skills and backgrounds, may be
involved in the different processes of the MARISMA method. Although
all these functions must be carried out when the risk analysis and
management methodology is used, some could be carried out by the
same person, especially in SMEs (not the case for external security
auditors). The following participants are needed to carry out these
procedures:

Risk Pattern Architect: who is an expert, in the field of cyberse-
curity risk and is in charge of designing, implementing and managing
one or more of MARISMA'’s risk patterns.

Information Security Consultant: who needs to be an expert in
security management standards, such as ISO, NIST, and Cobit, and
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related reference documents. This person is responsible for one or
more risk analysis and management projects and also for guiding their
implementation.

Information Security Officer: who is the organisation’s security
manager. This person works closely with the information security con-
sultant, who is more familiar with the organisation’s context, security
needs, security domain prioritisation, among other things, in order to
implement the risk analysis and management project.

Internal Security Auditor: who is in charge of verifying the
achievement of the proposed objectives and provides both an internal
and external perspective with regard to the implementation process.

External Security Auditor: who is responsible for verifying the
fulfilment of the objectives proposed and also provides an external
perspective with regard to the implementation process and the or-
ganisation, thus reinforcing the objectivity of the evaluation carried
out.

Information System User: who is an employee, customer or sup-
plier who has access to an organisation’s information system.

The content and details of each MARISMA process are described in
the subsections below.

3.1.2.1. RPG process - Risk pattern generator. A Software Process En-
gineering Metamodel (SPEM 2.0) [90] was used to specify the com-
ponents of MARISMA. Specifically, the processes, activities, steps (not
included in this study owing to space constraints), artefacts, and tools
were defined. A role and product diagram was drawn for each process,
focusing on the roles involved as well as the input and output artefacts.
An activity diagram was created to show how the process was broken
down into different activities.

The objective of the RPG process is to design the details of the
risk pattern to be used in the development of a risk analysis and
management project for all or part of a specific organisation, which
is one of its specific technological components. This process can be
performed through direct inheritance from our meta-pattern or from
an existing risk pattern that shares similar characteristics with the new
pattern. In the former, the risk-pattern architect defines and config-
ures the risk pattern components from scratch, considering the most
relevant standards and reference documents, depending on the context
in which the risk framework is applied. However, in the latter case,
an existing pattern is reused, which requires only a reconfiguration of
its components, leading to a highly efficient process for risk-pattern
definition.

Fig. 4 shows the role and product diagram corresponding to the
RPG process in which the risk-pattern architect was primarily involved.
The principal input artefacts are those necessary for the definition of
a new pattern from scratch using the risk meta-pattern, as well as the
relevant security standards and reference documents, or those inherited
from another existing pattern, together with the corresponding security
standards and reference documentation, to develop and improve the
risk pattern already created relating to information security events.
However, the main output artefact is the risk pattern (Ar.NRP output
artefact in Fig. 4), which includes all its components. In the figure
below, the artefact corresponding to the risk pattern is broken down
into the following components: (i) assets, composed of base asset types
and assets specific to the context, as well as the security dimensions
that affect these asset types; (ii) threats, consisting of base threat types
and threats specific to the context; (iii) controls, covering a hierarchy
of domains, control objectives and controls identified in the relevant
security standards and reference documents, as well as KRIs and metrics
that enable the level of compliance of controls to be measured; (iv) the
dependency matrix, an artefact containing the matrices that establish
relationships between the previous components, which are crucial for
risk assessment and for defining the risk treatment plan, and (v) the
inheritance matrix, which determines the element inheritance relation-
ships between source and new patterns in the case of inheritance from
an existing pattern.
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The RPG process comprises the following five activities (see Fig. 5)
that are responsible for defining and configuring parts of the risk
pattern:

Asset Definition (AD) activity (P1.A1 - Ac.AD), which defines the
data corresponding to an asset hierarchy and the security dimensions of
the pattern. Different approaches can be used, depending on whether
a risk pattern is created from scratch or whether a previous pattern is
reused. For example, when defining a risk pattern for cyber-physical
systems from scratch, the ENISA report defines a set of asset families
and types as the basis for defining assets [52]. However, when de-
veloping a new risk pattern for critical infrastructure in the chemical
sector, for which a risk pattern for critical infrastructure was previously
created, we reuse most of its asset types and define those specific to this
sector.

The Threat Definition (TD) activity (P1.A2 - Ac.TD) defines the
data corresponding to the threat hierarchy (specific threats and threat
types). As in the case of assets, threats are defined only according to
standards and reference documents, such as the ENISA threat taxonomy
in the context of cyber—physical systems [91], or the threat hierarchy
could be inherited and adapted from an existing risk pattern. This
activity is also responsible for updating the threat hierarchy based on
the occurrence of security events which may modify it, usually by
incorporating new types of threats that were not initially considered.

Control Definition (CD) activity (P1.A3 - Ac.CD), through which
the risk pattern architect specifies a complete control hierarchy (do-
mains, control objectives, controls, KRIs, and metrics). Similar to pre-
vious activities, CD activities can be defined from scratch or inherited
from a previous risk pattern. The structure of the data gathered from
security events identified during the risk-management process can also
be improved.

Intra-Pattern Relationships Definition (intraPRD) activity
(P1.A4 - Ac. IntraPRD): Once the previous activities to define the
asset, threat, and control hierarchies have been executed, it is time to
define their interrelationships. Specifically, the risk-pattern architect
fills in a matrix of relationships between types of assets, threats, and
dimensions to specify which assets can be affected by the defined
threats and in which security dimensions they are interrelated. In
addition, a matrix linking controls and threats must be filled in to
determine which controls are appropriate for mitigating the defined
threats. Both matrices are crucial for the automatic generation of risk
analysis and defining the risk treatment plan.

Inter-Pattern Relationships Definition (InterPRD) activity
(P1.A5 - Ac. InterPRD), is executed only when a new pattern inherited
from another existing risk pattern is defined. In this case, the risk-
pattern architect establishes the inheritance relationships between the
components of both patterns. In this manner, a family or hierarchy
of risk patterns can be built and used to propagate changes and
improvements (and thus to any of their instances) both efficiently and
quickly.

In order to maintain the clarity of Fig. 5, the relevant information
has been shown in the image, and the remaining elements are explained
below. The meta-pattern, source risk pattern (when inheriting an exist-
ing pattern), security standards, and reference documents, which are
mandatory RPG inputs, were used in its five activities. Furthermore,
the asynchronous flows between activities are not shown. Obviously,
assets, threats, and controls should be defined before defining intra-
pattern relationships, whereas inter-pattern relationships should only
be defined in the case of inheritance from an existing pattern and at
the end of the process

Owing to the definition of the meta-pattern structure, we obtained
the capacity to support hybrid catalogues, which can be composed of
taxonomies extracted from different international standards and form
unique patterns (SO1). These patterns can be specialised at a business
sector and technological level, which allows them to be adapted to
all required casuistry. On the other hand, through inheritance mech-
anisms, patterns that are created from the composition of several
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patterns, or through their specialisation, maintain their relationships to
conserve the properties of associativity (SO2, SO5). The meta-pattern
establishes connections between all elements that constitute risk anal-
ysis (CAT). These connections are not static, but are fed by the knowl-
edge they receive through the use of these patterns. Similarly, this
new knowledge is transmitted to all existing connections through other
related patterns. In this manner, all patterns dynamically adjust to
reality as they learn from their use, which allows us to have a dynamic
knowledge base (SO3, SO4, and SO5). Finally, the ability to obtain
information from different sources helps to adjust the interrelationships
and values of each pattern so that it offers the most reliable information
at all times (SO6).

3.1.2.2. RAMG process - Risk analysis and management generator. The
main function of this process is to create risk analysis and management
projects by instantiating the risk pattern specified through the RPG
process, or by reusing another existing risk pattern. A risk analysis and
management project consists of a detailed analysis of assets and threats,
as well as the coverage of controls, together with a risk treatment
plan or a selection of controls to be implemented to mitigate risks in
accordance with the established security objectives. This process was
performed through an agile and iterative process using the eMARISMA
tool.

Fig. 4 shows the role and product diagrams of the RAMG process.
As it can be seen, the main persons involved in this process are the
information security consultant, who provides expert knowledge in the
technological and regulatory field of security and risk in the context of
a risk analysis and management project, and the security officer, who
provides contextual knowledge and experience related to the specific
organisation and information system to be analysed to define the scope
of the risk management project. The main input artefacts are those
necessary to instantiate the chosen risk pattern under consideration
to adapt and improve the already created risk analysis of information
security events. In contrast, the key output artefact is the risk analysis
and management project configured for a specific organisation the main
output artefact is the risk pattern (Ar.RAP output artefact in Fig. 4).

The RAMG process comprises four activities (Fig. 6), each of which
is responsible for defining and configuring a specific part of the risk
analysis and management project.

Preliminary Risk Analysis (PRA) activity (P2.A1 - Ac.PRA) en-
ables a simplified and rapid risk analysis to be carried out to obtain an

10

initial view of information system security. This PRA provides high-
level information owing to the execution of a simplified checklist,
which enables the security officer to define the specific security objec-
tives for the risk analysis and management project. This activity also
enables information security consultants to select the most appropriate
risk patterns for a project.

Company Profile Configuration (CPC) activity (P2.A2 - Ac.CPC),
through which a complete profile of an organisation is created to de-
termine contextual information regarding elements such as economic,
geographical, and business data, organisational charts, principal roles,
and project scope, which facilitates more objective and detailed risk
analyses. This contextual information also facilitates the customisation
of the alerts generated by eMARISMA; for example, the known increase
in the probability of a threat event in a specific business sector will
propagate the alarm to all organisations catalogued in that business
sector.

The Asset Information Management (AIM) activity (P2.A3 -
Ac.AIM) is responsible for defining the set of assets that make up
information systems whose risks need to be analysed. The assets con-
sidered, which are clearly the cornerstone of an analysis that provides
value to the organisation, must be protected. This activity is conducted
semi-automatically owing to the metadata defined (types of assets) in
the chosen risk pattern, which will be customised and reified by the
security officer.

The Risk Project Configuration (RPC) activity (P2.A4 - Ac.RPC)
is the foremost activity in this process because it provides the main
output artefact for risk analysis and management projects. It is im-
portant to acknowledge that one of MARISMA’s main objectives is
to provide rapid, low-cost risk analysis and management with the
necessary quality properties. Therefore, the details of the risk analysis
and management project were incorporated using the metadata defined
in the selected risk pattern. Specifically, based on the information
gathered in the previous activity, information regarding the security di-
mensions corresponding to the assets is input, the identified threats that
may affect the assets are specified, and an exhaustive control checklist
generated from the KRI defined in the risk pattern is carried out, which
facilitates the establishment of the initial coverage level of each security
control identified. Using this information, a detailed map of the current
risks (risk analysis) and a recommendation plan are created, which is
composed of selected security controls that best protect the assets in
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accordance with the security objectives and budget. In addition, this
activity involves checking and, if necessary, implementing suggestions
for the development of a security event risk analysis.

This process also considers the need to include the risk derived from
assets shared between different companies, an aspect that is increas-
ingly seen in companies through the use of cloud assets (SO2). This
process also receives feedback on the patterns as they evolve because of
the knowledge acquired from their instantiations, which can be of two
types: (i) an adjustment of a long-term pattern or (ii) a recommendation
of an external and temporary risk change, which allows us to increase
the coverage of certain controls that are under a particular attack at a
specific moment in time (SO3, SO4). This process allows us to define
the associativity that exists between different instances of a pattern,
which sends information to their pattern of origin, which in turn sends
it to the remaining instances, creating the concept of a hive mind
(SO5). Finally, this process reduces the level of subjectivity inherent in
the security assessment of an IS. On the one hand, by receiving more
precise information from the evolution of the patterns, and on the other
hand, by allowing controls to be subdivided into sub-controls, the initial
level of compliance of each control in the organisation can be more
accurately set (SO6).

3.1.2.3. DRM process - Dynamic risk management. The objective of this
process is to manage security incidents as they are detected, which
provides the actions necessary to dynamically control risks and learning
mechanisms for the risk analysis and management project and for the
risk pattern used. This process is optimised for low management costs,
to be fully dynamic, and to provide the necessary information regarding
identified security events throughout the procedure. Fig. 4 shows the
roles and product diagrams of DRM. All persons, except the risk-pattern
architect, selected for this process are involved in some type of risk
management, with some involved in more general aspects of security,
together with the information security consultant and the information
security officer, who deal with security problems that require deep
knowledge of information system domains. Internal and external secu-
rity auditors conduct audits to detect and improve security, whereas
information system users clearly identify and report security events.
The input artefact was the risk analysis and management project devel-
oped in the previous process, whereas the output artefact was the set of
information security events used by other processes to provide dynamic
learning and overall improvements. This latter artefact integrates the
suggestions generated to improve the risk analysis and management
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project as well as the risk pattern. The DRM process consists of four
activities (Fig. 7).

Security Event Controller (SEC) activity (P3.A1 - Ac.SEC), which
is responsible for the centralised catalogue of possible security events
that directly affect the evolution of the risk levels of the information
system. These security events may have different origins, such as
security incidents, non-conformities following an external or internal
audit, or adjustments made to the level of coverage of security controls.
However, all security events affect the recorded level of coverage of
the controls, and therefore cause dynamic changes in the current risk
scenario, which was initially created through the RAMG process.

The Security Event Manager (SEM) activity (P3.A2 - Ac.SEM),
which is automatically executed each time a new security event is
registered in the system. Because each security event is related to the
threat that has occurred, the level of compliance of the related controls
is automatically penalised because of the CxT relationship specified
for the pattern. Additionally, these security controls must be revised
to obtain an appropriate level of risk for the information system. This
results in an automatic update of the security dashboard, which shows
the impact on the risk level of such a security event and provides a
permanent view of the organisation’s current security status.

Dynamic Risk Analysis Evolution (DRAE) activity (P3.A3 -
Ac.DRAE) manages the dynamic evolution of risk analysis and manage-
ment projects in response to the effects of security events. This activity
processes the security events managed through the previous activity
and automatically generates a set of suggestions regarding the risk
analysis and management project map, with, for example, a change in
the recorded probability of a specific threat, thus lowering the coverage
level of security control. The information security officer receives and
processes these alerts and suggestions to evaluate whether they lead to
changes in the corresponding risk analysis and management projects.

Pattern Dynamic Evolution (PDE) activity (P3.A4 - Ac.PDE),
which manages the dynamic evolution of the related risk patterns in
response to the effects of security events. A great advantage of a global
knowledge base, thanks to sets and hierarchies of risk patterns and their
instances, is that automatic alerts can be generated and propagated
to other risk analysis and management projects. Therefore, a dynamic
ecosystem is provided in which the occurrence of a security event
in a specific risk project produces suggestions that refer to the risk
pattern itself and, for example, creates a new relationship between a
control and a threat. These suggestions are propagated to the hierarchy
of risk patterns and risk projects defined by these risk patterns. The
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risk-pattern architect receives and processes these suggestions to assess
whether a risk pattern has evolved.

This process makes it possible to integrate events derived from
the impact of an asset associated with other risk analyses, which
differs from the current analysis. In other words, we can transfer the
impact of inter-related assets (SO2 and SO4). This process allows the
capture of security events, both manually and automatically, which
are categorised into a specific taxonomy and can be converted into
useful knowledge to be used by the risk analysis, which will also
allow the evolution of the pattern on which it is based (SO3, SO4).
The collaborative capabilities of this process are achieved through the
events themselves, which transfer internal knowledge to other instances
through the pattern, thereby allowing them to gain full knowledge
of the existing risk at any given moment (SO5). Finally, this process
helps reduce the level of subjectivity inherent in the risk assessment of
information systems through suggestions, automatically generated from
security events. This mechanism allows for a more effective refinement
of control and risk levels, dynamically adapting to reality (SO6).

3.2. Automatic support

The eMARISMA tool, which was developed to provide automated
support for the MARISMA framework, facilitates the management of
MARISMA’s knowledge base, including the risk meta-pattern, hierar-
chy of risk patterns, and their implementation in risk projects, and
simplifies the risk analysis and management process.

This tool was developed using J2EE technology and can be accessed
by customers on an Internet browser from any device. This model is
based on the deployment of an application on an Apache server with
a servlet container called Tomcat that separates a module to manage
risk patterns from a module that manages risk analysis projects for
greater security, thereby protecting the analytical data of clients and
guaranteeing data confidentiality in the cloud. As this platform operates
in disconnection mode, it requires only a connection when requesting
a risk pattern update.

Although the eMARISMA tool automates the three processes of the
MARISMA framework, it is designed to be extensible to support new
functionalities in the future.

3.2.1. RPG - Risk pattern generator

The implementation of this process in eMARISMA facilitates the
creation of new patterns adapted to the specific needs of organisations.
The Fig. 8 shows the process of creating a new pattern, and how the
eMARISMA tool supports each of the tasks of the process to easily and
intuitively add all the information that is generated in each of the tasks
of the process. For instance, when establishing the pattern for CPS [87],
we must first identify the existing taxonomies, recommendations, and
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standards for this type of environment. Once these are identified, it is
necessary to define the types of assets typically present in these envi-
ronments (such as devices, communications, infrastructure, etc.) and
the relevant security dimensions to consider (e.g., privacy, reliability,
confidentiality). Additionally, the most common types of threats within
these environments must be identified (such as abuse, eavesdropping,
natural disasters, etc.). It is also crucial to select an appropriate set
of security controls to safeguard these systems, drawing from interna-
tional standards and recommendations like those provided by NIST or
ENISA. Once all these elements are identified, the relationships between
them must be established. This involves defining relationship matrices
between different elements, which will help determine the likelihood
of occurrence and the potential degradation should a threat materialise
and target an asset within the system. With all this information in
place, the pattern is then defined for application in a specific real-world
environment.

Using this tool, new risk patterns can be easily created and config-
ured using two possible strategies. For a base risk pattern from which a
new pattern is generated, eMARISMA enables the selection of specific
elements of the inherited base pattern, followed by the addition and
parameterisation of the specific distinctive elements of the new risk
pattern. On the other hand, the tool also facilitates the creation of new
patterns from scratch and guides the user through the process in order
to register and properly configure each of the elements in the pattern
structure according to the definition of the MARISMA meta-pattern, as
is shown in Fig. 9. The eMARISMA tool implements a guide to create
the different components of the risk pattern, assisting and supporting
the incorporation of all necessary information (i.e. addition of assets,
controls, dimensions, threats, different relationships, probabilities, etc.)
to make it as easy and straightforward as possible.

Thus, eMARISMA facilitates the construction of a centralised repos-
itory of security patterns with high growth potential that stores the
knowledge of groups of experts from different technical and regulatory
domains. Thus, eMARISMA provides all the necessary functionalities to
manage and extend, if necessary, these patterns, which can be applied
to multiple risk analyses and management projects as required and are
adapted to specific sectors and environments.

3.2.2. RAMG - Risk analysis and management generator

The implementation of this process in eMARISMA facilitates the
creation of new risk analyses and management projects adapted to
the context and specific needs of each implementation. Thus, with a
repository of patterns to cover specific needs, the information security
consultant in charge of the risk analysis and management project has
a wide range of options from which to choose the base pattern that is
best suited to the requirements. Once the pattern has been selected, the
tool generates the base structure to carry out the initial risk analysis
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as well as its subsequent management and maintenance in a simple
and efficient way in terms of the effort, cost, and expert knowledge
required. The Fig. 10 shows the process that is carried out to generate
the risk analysis together with the risk treatment plan, and how the tool
supports you in each of the tasks. Once we have created or identified
the pattern, it can be used by instantiating all the elements defined
within it for a specific environment. For a CPS environment, after
creating the pattern in the previous process, the next step is to map its
elements to the specific components of the environment being analysed.
For example, identifying an RFID system as a type of 'Device,” or an
IoT Gateway as ’Infrastructure,” to name a few. Once the assets of
the system to be analysed are defined, a preliminary analysis must be
conducted by completing a security checklist to assess the current state
of the system. Information related to the company should be added,
and the most important and valuable assets should be identified so that
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MARISMA can link and assign all values and establish the relationships
within the pattern, enabling a detailed risk analysis. Based on the
results of this risk analysis, MARISMA will provide a set of necessary
recommendations to appropriately protect the assets with the most
suitable security controls, with the aim of mitigating risk.
Additionally, eMARISMA is designed to adapt precisely to organisa-
tional structures by offering a hierarchical tree model that organises
analysis and management projects by area and department. Fig. 11
illustrates an example of a hierarchical tree generated for a company
operating at two sites. At the organisational level, risk analyses were
conducted and managed at the departmental level for each site, with
three departments per site in this example. The percentages displayed
indicate the control-coverage level for each node. To calculate these
values, each department (leaf node) completed a checklist to deter-
mine its level of control, as explained in the following section. In
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practise, these values are derived using weighted formulas, where the
importance and weight of each division are considered in the final
control-coverage percentage. However, in the example shown, we have
opted for a simplified representation to enhance clarity. Based on this
approach, the control level for each node in the tree is automatically
computed as the average of the control levels of its child nodes, which
are propagated back to the root. This process provides a comprehensive
indicator of the overall control level of the organisation. As the control
levels change throughout the lifecycle of the information system, the
values are automatically recalculated to keep the overview up-to-date.

eMARISMA offers the possibility of customising the hierarchy tree
for any organisational casuistry required, allowing branches and leaves
to be created and managed in a flexible and personalised manner. In
this way, the tool provides a visual overview of the level of coverage
both at the leaf level (department in the example) and, by propagat-
ing down to the root, the percentage of control of each branch and
sub-branch of the company’s organisational chart.

The eMARISMA tool also provides information security officers in
organisations with a set of support tools for risk analysis and man-
agement, such as dashboards and Kiviat diagrams (see Fig. 12), which
facilitate a simple, visual, and real-time evaluation of control and risk
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values as well as dynamic changes as organisational risks evolve. This
tool, which enables the constant monitoring of risk levels, is important
for security decision-making. Thus, in Fig. 12, Kiviat diagrams for the
compliance and coverage of controls organised by domains, control
objectives, and controls are shown as defined in the meta-pattern.
Fig. 12 (left) shows the complete Kiviat diagram with all defined
domains of a company’s risk analysis. In particular, the “Deming Cycle”
is highlighted, showing the name of the system and the coverage of
this domain to be 67.74% (indicating the sum of the coverage of all
the control objectives that are part of it). On the right, at the top of
Fig. 12, the diagram by domain is shown, showing the one previously
selected, and the coverage of each control objective that forms part of
the “Deming Cycle” domain is displayed. The coverage of the “[0.07]
- Support” target is 70%, obtained by adding the coverage of each
control to that domain. Finally, on the right at the bottom of Fig. 12,
the Kiviat diagram at the level of the control objectives can be seen,
showing all controls that belong to that objective with their level of
coverage. Any change in the coverage of controls automatically updates
all values at all levels (objectives, domains, and projects), and the entire
risk analysis is fed back with that change, showing the changes in real
time.
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3.2.3. DRM - Dynamic risk management

As mentioned above, one of the classic problems with risk analysis
is that it provides a static picture of the current state of organisational
risk. However, as risk scenarios change daily, with security events
occurring during the normal operation of an information system, this
static picture quickly becomes obsolete. The dynamic risk management
process of the MARISMA framework is illustrated in Fig. 13. This
process makes it possible to create and manage the security events that
are identified, configuring all the elements that form part of the risk
analysis and controlling the possible evolution and possible changes in
all the parameters, both of the risk analysis and of the pattern used, in
order to enrich and improve it for the future. For example, if the system
detects a DDoS attack, this event needs to be logged in MARISMA to
update the risk analysis for future assessments. To do so, it is crucial
to analyse this type of attack, its impact on the system and assets, and
the affected security dimensions to gradually incorporate this informa-
tion into the pattern being used. In this way, the threat is identified
as a service disruption, which could target, for instance, the 'Web-
Based Services’ asset defined in the pattern instance. Consequently,
MARISMA must adjust both the probability and occurrence rates, as
well as the affected dimensions, to reflect the actual damage caused
and assess whether the frequency is higher than initially indicated.
This dynamic management allows for continuous updating of the risk
evolution within the system, and these values must also be updated
in the pattern itself, so that the next time it is instantiated, the pattern
includes values that are more appropriate for the current type of system
and environment. With this information, the potential security controls
to recommend or implement are also updated, such as suggesting
the use of Intrusion Detection and Prevention Systems (IDS/IPS) or
enhancing protection against malicious code, among others.

eMARISMA fully implements this procedure and provides a struc-
tured approach for managing security incidents. First, it allows the
input of incident details, such as description, cause, responsible person,
and resolution deadline. Second, it uses predefined risk patterns to
identify and categorise the relevant elements (such as threats, assets,
and controls) associated with the incident, determine aspects such
as severity, and temporarily reduce the effectiveness of the affected
controls until the issue is resolved. Finally, once the incident has
been resolved, it supports knowledge management by documenting
the lessons learned, cost of resolution, and final observations. Notably,
when a security incident is logged, automatic changes are triggered in
the risk components based on the existing meta-information. This is
because the level of compliance with security controls is downgraded
when a threat breaches control, thereby affecting the risk associated
with many other assets and requiring a review and strengthening of
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these controls. Thus, to adapt to these changes, eMARISMA automati-
cally manages and updates both the control level and risk status based
on recorded security events.

The relationship matrices between the elements that are part of
the pattern structure allow valuable information, such as controls as-
sociated with threats, to be obtained from each security event. Thus,
when a security event is registered, the tool recalculates possible real-
time variations in the level of coverage of the controls affected and
updates the dashboards to constantly maintain the most accurate view
of the global levels of control. It also informs the information security
officer that the risk status has changed and automatically generates
suggestions to enable both risk analysis projects and their associated
patterns to evolve.

Using this tool, it was possible to fulfil some of the technological
objectives pursued in this research. eMARISMA allows us to automate
part of the proposed processes and provides the necessary support to
comprehensively manage the operations related to risk analysis and
risk management. This helps simplify the overall risk analysis process
and reduce the associated costs, minimising the resources needed to
create and maintain the risk analysis (TO1-TO2). However, owing
to the flexibility of the pattern structure and its ability to deal with
hierarchical risks, this tool allows the risk assessment process to be
managed globally within the context of the company, regardless of its
size (TO3). Thus, eMARISMA allows us to support a knowledge base of
all types of patterns that can be used globally by all types of companies,
allowing other research groups to create new patterns oriented towards
new visions of risk (TO3-TO4). In addition, the MARISMA framework
was refined through its application to different case studies in differ-
ent sectors and contexts (TO4), as detailed in the following section,
based on the generated knowledge base and different patterns defined
throughout our research. Therefore, the tool provides a solution for the
four technological objectives set out in this study.

4. Case of application

This section presents an application in which MARISMA was used
to create a risk analysis and management project for a real-world
company. The application serves two main purposes: to test the adapt-
ability and effectiveness of MARISMA in a company with specific
requirements, and to use the knowledge generated from this initial
implementation to refine and improve the meta-pattern, MARISMA
method, and eMARISMA tool.

The company chosen for the case study is Sicaman Nuevas Tec-
nologias (SNT), a Spanish SME focused on the ICT sector. Despite its
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relatively small size, SNT has a complex business structure, with offices
in Ciudad Real, Madrid (Spain), and Bogota (Colombia), and a depart-
mental structure divided between central services, human resources,
and information technology. Similar to most SMEs, despite their lim-
ited resources for management and quality projects, risk analysis and
management systems must be implemented in accordance with the
ISO/IEC 27001 standard. In particular, the company must implement
this standard within a period of no more than one year, considering
the implementation of the required risk analysis and subsequent risk-
management processes. The main objective is to ensure the security
of information systems, an issue of vital importance for companies in
the technological field, with a view towards cementing the growth and
stability of their business models. It should be noted that previous
attempts to implement the ISO/IEC 27001 standard in the company
failed owing to the cost in terms of the time and resources required
to implement and maintain all its processes, especially those related to
risk management, as well as the difficulty of gathering the extensive
expert knowledge needed for updating and continuous improvement.

The first step was to design and construct a pattern adapted to the
ISO/IEC 27001 standard, drawing on the experience and knowledge
of experts from the Security and Audit (GSyA) research group at the
UCLM, who were responsible for developing the catalogues of elements
required for the pattern and defining and categorising the matrices
of relationships between the elements. The pattern is created using
the controls proposed by the ISO/IEC 27001:2022 standard and the
taxonomies of asset types, dimensions, and threats proposed by Magerit
V3. The relationships between the matrices were formed from the
information available in the standards and supplemented by an expert
group. Fig. 14 shows the fragments of different elements configured
within the pattern. To the left of Fig. 14, we can see the added
information related to the TAXTxD matrix, where it is established which
dimensions will be affected by each asset in the face of each threat. To
the right of the figure, the configuration of the values of the occurrence
probabilities and the degradation percentage of the threats can be
updated.

Once the relationship matrices between the elements were config-
ured, a final complete risk pattern was made available for use as a basis
for new risk analyses and management projects adapted to the ISO/IEC
27001 standard. Thus, the information security consultant in charge
of the risk analysis and management project only needed to select the
pattern in eMARISMA to create the new project. All the elements (the
asset types, threats, controls, and the configured and categorised inter-
related matrices) defined in the risk pattern were automatically loaded,
thus reusing the knowledge of the domain experts to create the basis
of the project both quickly and effectively.
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To conduct the risk analysis, a sub-project (instance) was created for
each of the leaves (see Fig. 11) on the project tree (departments in this
case), each of which had an independent structure in the company with
its own assets (shared or not) and its own defined responsible parties.
The risk level of each leaf of the tree propagates upward, such that
any change in the risk level of a leaf automatically recalculates the risk
levels of the higher nodes until the root is reached. In this case, one of
the leaf nodes, the development department of the Ciudad Real Office,
was selected as the scope for the initial risk analysis.

The next step involved customising the base elements in the gen-
erated risk analysis and management project to adapt their values to
the context of SNT. First, the asset inventory is generated from the
asset types defined in the risk pattern. The system automatically loads
a taxonomy of asset types associated with the selected pattern. While
this may seem simple at first, it becomes very important for highly spe-
cialised patterns such as sector-specific critical infrastructure, helping
consultants to more accurately define the types of assets present.

Next, the occurrence probabilities and degradation rates of both
of the threats and threat-asset type-dimension relationships were re-
viewed and customised based on the values defined in the pattern
(see Fig. 14). eMARISMA loads the threat taxonomy associated with
the selected pattern and pre-loads the most likely values, based on
its experience, for the probabilities of occurrence and degradation
rates, thereby reducing the time required to customise these values.
Experience with the tool has shown that consultants typically spend an
average of 1-2 h completing this part of the process, as observed in this
application case. From the configuration of the parameters associated
with the threats, the tool generates a matrix of all the viable pairs
between the threats, the assets, and the security dimensions to be
considered, also importing their most probable values from the pattern.
The tool allows these values and feasible pairs to be modified, but our
experience based on this and many other application cases, shows that
less than 10% of the values are adjusted compared to those automat-
ically generated by the system. This task typically takes consultants
between 0.5 and 1 working day, which represents an average saving
of around 90% compared to traditional mechanisms.

Finally, the initial level of each control defined in the pattern
was established. The information security consultant, together with
the information security officer, completed a checklist to define the
initial values of the controls. eMARISMA defines two mechanisms for
completing this checklist, depending on the level of accuracy required
and the time available to complete the process. Firstly, it supports the
classic model, which asks only for basic coverage of a control (assuming
an average time of 1-2 working days). Secondly, for a more precise
result, it offers a much more detailed questionnaire that calculates the
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coverage of each control through various sub-controls. Although this
second option requires more effort (approximately 3-5 days), we have
found that the results are about 30% more accurate in reflecting the
actual initial state of the control.

It is important to mention that both of the aforementioned experts
must be involved in this process. The information security officer must
be familiar with the information system, and it is important that the
information security consultant is a norm and standard expert, partic-
ularly regarding ISO/IEC 27001. The joint involvement of both experts
facilitated the creation of a highly precise initial control-coverage
scenario. In addition, the eMARISMA-implemented checklist enables
an SNT’s information security officer to quickly and easily obtain a
precise control-level scenario without the need for additional experts.
Thus, thanks to eMARISMA, the company can establish a basis for risk
analysis in a virtually autonomous manner.

The information obtained from the checklist is organised in a three-
level structure: domains, control objectives, and controls. Thus, the
final results were broken down into each of these levels to provide an
overview of the security status of the instance worked on by identifying
the main strengths and weaknesses, which can then be easily mon-
itored, thus aiding security-related decision-making. Fig. 15 displays
a dashboard that presents the real-time coverage levels of controls
across all grouping levels (domains, objectives, and controls), facilitat-
ing their graphical and visual tracking. This enables a straightforward
and intuitive interpretation (via percentages and visual colour coding)
of the most robust aspects and identifies the controls requiring the most
reinforcement at various levels.

For example, in the case study carried out, it was possible to take
preventive decisions to strengthen certain aspects related to the level
of security. In this way, as can be seen in Fig. 15, it was possible to
see graphically how the area related to organisational security [AO]
presented a ‘medium’ level of control, clearly identifying the controls
([A.05.02], [A.05.03]) that could increase the level of compliance in
order to strengthen the security of this particular area. This enabled
the company to proactively drive the necessary decisions to strengthen
the implementation of these controls for the next improvement cycle.

Upon establishing and calculating the specific values for threats,
risks, and controls, it became possible to conduct the initial risk anal-
ysis. The system, utilising the information inputted and customised in
preceding steps, autonomously generates a risk analysis and a priori-
tised risk treatment plan. This represents a significant advancement for
consultants, as it obviates the need for their direct involvement, beyond
reviewing the results. Instead, the system executes millions of calcula-
tions to ascertain individual risk levels and offers an initial strategy

17

for prioritising the most urgent tasks, thereby aiming to diminish the
residual risk within the system.

The various application cases implemented have demonstrated how
the MARISMA framework, supported by the eMARISMA tool, can sub-
stantially reduce the time and effort needed for a complete risk analysis
process. In traditional systems, this process might span weeks or even
months in more complex scenarios. However, our framework enables
the initial step to be completed within a matter of days. In this par-
ticular application, for instance, an initial risk analysis was achievable
in under two weeks. Following the completion of the risk analysis, the
application provides various perspectives on the risks. One such view
is illustrated in Fig. 16, which displays the risk associated with each
asset, identifying ’Source code’ as the asset with the highest risk.

Being a technology company focused on software development,
knowing in a visual and easy to understand way for the management
that one of its main assets was the one most at risk allowed the
company to dedicate a significant budget item to the protection of
this asset. In this way, measures were planned to strengthen controls
over the source code, such as replication of the code repositories,
access to the repositories via certificates and the drafting of new code
management and access policies.

To provide a comprehensive risk overview, the tool incorporates
additional utilities. Notably, Fig. 17 displays a heat map illustrating
both pure and residual risks. This map is categorised into five colour
levels, where red signifies maximum risk and green indicates acceptable
risk levels. Each cell within the map reveals the frequency of asset-
threat pair occurrences identified in the risk analysis, reflecting the
risk level associated with the impact of the threat on the specific asset.
The left-hand map delineates the risk analysis outcomes without any
control measures (pure risk), whereas the right-hand map shows the
residual risks after implementing the current control levels within the
organisation (residual risk).

The residual risk value obtained from the risk analysis made it
possible to enable the eMARISMA tool of a base treatment plan adapted
to the level of risk, defined as a target to be achieved for the next
improvement cycle. Thus, SNT expected that, given the current risk
level of 6, the objective for the next iteration should be a risk level of
5. The eMARISMA tool makes it possible to generate a treatment plan
aimed at reaching a specific risk level within a few minutes.

Upon implementing the process within a company’s operational
framework, we noted a marked decrease in both costs and time con-
sumption, exceeding 50% in comparison to traditional models fa-
cilitated by tools. This efficiency gain is attributable to the semi-
automation and enhanced support of the various tasks comprising the
process.
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Fig. 16. Risk calculated per asset type using the eMARISMA tool for the case of application.

Once the initial risk analysis was conducted and a treatment plan
for the evolution of the security of the information system was de-
veloped, eMARISMA was used to manage the risks of the system
through the management of security events. This allows information
system users to enter the tool and manage the detected security events.
By cataloguing the data for each security event (threats, assets, and
controls), we verified that the risk analysis and management project
values were automatically recalculated satisfactorily, with the level
of coverage of the affected controls being automatically updated. In
parallel, eMARISMA checks whether the changes made following the
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incident alter any of the elements of the pattern. For example, following
a variation in the probability of the occurrence of a threat, suggestions
were automatically sent to all risk analysis projects created from the
pattern used or those hierarchically related to this pattern.

Fig. 18 illustrates the methodology employed for recording security
events. Initially, the event is categorised according to the pattern’s
taxonomies, delineating elements such as the initiating threat and its
severity, the affected assets and their impacted dimensions, and any
controls that were compromised. Following this, the system analyses
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Fig. 18. Security event management in eMARISMA.

the data inputted for the event. Should it identify a potential enhance-
ment, the system will present this as a suggestion, offering the option
for acceptance or rejection.

With regard to suggestions for project improvements, the infor-
mation security officer is responsible for accepting or rejecting the
application of the suggested change; if the suggestion is related to the
risk pattern, the risk-pattern architect modifies the suggested values
when considered appropriate. For example, during the course of the
case study, one of the suggestions generated by eMARISMA was to in-
crease the probability of occurrence of the "Unauthorised Access’ threat,
which was initially set to ‘Medium’. After receiving the suggestion,
the security manager reviewed the security incidents and found that
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several unauthorised access attempts had been made to the system in
the previous week. He then accepted the proposal, which automatically
increased the probability of occurrence of this threat in the system to
‘High’.

Among the lessons learned in this process, the most important is
that it avoids having to redo risk analysis from scratch every year, as is
currently done by many organisations. The system requires an initial
effort to create an initial version of the risk analysis; however, the
management of events (both manual and automated), as well as the
information entering the system via the template, generates a sustain-
able and updatable ecosystem with a very low level of effort. Based on
our experience, the average time to categorise a manual security event
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is less than 1 h, and automated events require no time at all. Another
lesson learned is that even if the initial values of some elements are
wrong when generating the risk analysis, the mechanisms incorporated
in the system (security events and suggestions) allow the system to
evolve towards real risk, as opposed to the initially perceived risk. This
evolution is a slow process, in which the system continuously adjusts
the values of the risk analysis. In our experience, it takes between three
months and one year to reach a point of stability, and this depends on
the number of events the system receives (the greater the number of
events, the faster the system adapts to reality).

In conclusion, the application case shows that the MARISMA frame-
work can be used in a real-life environment, in which MARISMA makes
it possible to generate a risk pattern fully adapted to a specific security
standard, in this case ISO/IEC 27001, covering all the necessary aspects
to conduct a risk analysis within the framework of this standard in
a comprehensive, efficient, and objective manner, at a low cost in
terms of both time and resources. The application case also shows
that dynamic management and real-time monitoring of risk values can
be carried out throughout the life cycle of a project. Finally, based
on the information gathered from the security events recorded in the
system, the application case demonstrates how the risk analysis and
management project, as well as the base pattern itself, evolves and
adapts dynamically to the real-life context following implementation.

This application case made it possible to improve and refine the
activities and tasks of MARISMA by refining or reformulating certain
steps and processes, as well as improving the risk-pattern structure.
In addition, tool support has proven to be crucial for the practical
application of MARISMA because of the large number of artefacts used,
the tasks to be performed, the complexity of both calculating risk values
and generating a base treatment plan adapted to the maturity status of
an organisation, and DRM in real time.

5. Discussion

This section analyses the extent to which this framework improves
both the scientific and technological objectives defined in the introduc-
tion section.

The main problems associated with the scientific objectives are:

SO1 — Adaptive Catalogues (AC): The risk meta-pattern, together
with pattern inheritance mechanisms, facilitates the total or partial
selection of a base pattern and even several patterns, if necessary,
in addition to the generation of new patterns adapted to specific
requirements. Moreover, this structuring of patterns allows numerous
instances to be created, which are adapted to the element catalogues
in specific contexts, such as technology, sector, and standard.

SO2 — Hierarchies and Associativity (HA): MARISMA enables
hierarchical risk patterns to be created by applying the inheritance
mechanisms described above. Furthermore, associations can be estab-
lished between different risk analyses and management projects, while
assets can be shared between different organisations. The hierarchical
structure supported by eMARISMA not only facilitates inheritance and
associativity between different projects but also provides features such
as Kiviat diagrams and dashboards to visualise global risk.

SO3 — Knowledge Reuse and Learning (KRL): The MARISMA
framework introduces reusable patterns for risk analysis, allowing or-
ganisations to leverage knowledge from previous assessments. These
patterns can be used to create new risk models and generate analysis
instances, automating much of the risk configuration and leading to
significant cost reductions. The pattern structure also enables the cre-
ation of a continuously updated knowledge base, which evolves when
security incidents occur. This allows risk patterns to learn from experi-
ence and pass that knowledge to new, updated, or related instances. As
a result, MARISMA fosters continuous learning and knowledge reuse,
enhancing the organisation’s ability to respond effectively to future
threats.
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S04 — Dynamic and Evolutive (DE): The pattern’s structure al-
lows new elements to be added to a given instance, making it able to
adapt and evolve; for example, new threats or controls can be added
to a pattern to adapt it to changing needs. In addition, both patterns
and risk analyses can evolve dynamically from security events, thereby
facilitating agile adaptation to changing conditions.

SO5 — Collaborative Capacity (CC): Given its capacity to gener-
ate multiple instances of risk analysis from a pattern, the MARISMA
framework enables the generation of early warnings. Thus, when a risk
analysis and management project notifies others of a security event
related to the appearance of a specific threat, a security suggestion is
generated that allows other projects related to the source risk pattern to
react preventively. This facilitates the construction of a global security
shield between organisations that share the same hierarchy of risk
patterns.

S06 — Low Level of Subjectivity (LLS): MARISMA provides sev-
eral means of reducing uncertainty. First, each control has fine-grained
KRIs that enable the accurate evaluation of an organisation’s situation.
In addition, through the generated recommendations, the DRM process
facilitates the adaptation of the values of the catalogue of elements,
such as the threat probability, to the real-life context of each risk
analysis project. Finally, MARISMA implements automated mechanisms
to guide information security consultants at all times and generate risk
analysis as accurately as possible.

The Table 3 provides a detailed comparison of the advancements
proposed by the MARISMA framework concerning classical models,
specifically focusing on scientific objectives.

On the other hand, with regard to the technological objectives, the
main problems associated with this feature, and how they have been
solved, are outlined below:

TO1 — Simplicity and Low Cost (SLC): risk analysis carried out
by the RAMG process, together with the eMARISMA tool, is agile and
straightforward, as it is based on predefined patterns; has automatic
mechanisms that facilitate its generation, maintenance, and evolution;
and its implementation is affordable for any type of organisation,
regardless of size.

TO2 — Tool Support (TS): As part of the MARISMA framework,
the multiplatform, scalable, and flexible tool eMARISMA was devel-
oped. This tool is designed to adapt to the needs of organisations of
various sizes and sectors, providing the flexibility to manage different
types of assets and risk scenarios. Its scalable architecture allows it to
grow alongside the organisation, ensuring that it can handle increased
volumes of data and complexity without compromising performance.
Additionally, eMARISMA has been certified under the international
product quality standard 1SO25000:2014 in its functional adequacy
dimension, further validating its reliability and effectiveness in diverse
environments.

TO3 — Global Scope (GS): The diversity of catalogues that can be
implemented in MARISMA makes it possible to adapt to any need by
selecting the most suitable pattern for the objective set by an organi-
sation, and even using several catalogues if necessary, thus generating
several risk analyses that can be combined through the tree structure
of eMARISMA to obtain a unified global result.

TO4 — Practical Cases (PC): In addition, the MARISMA framework
was developed through the application of the Action-Research method
to real-life cases, which has facilitated a cycle of continuous improve-
ment. The action-research method was already successfully applied to
obtain significant cost reductions in the management and maintenance
of information security management systems prior to the development
of MARISMA [92]. We use a specific case study to demonstrate the
applicability of the MARISMA tool.

Table 4 provides a detailed comparison of the advancements pro-
posed by the MARISMA framework concerning classical models, specif-
ically focusing on technological objectives.

Drawing on our experience, the GSyA research group has actively
participated in the creation of ten patterns (security management under
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Table 3

Detailed description of Scientific Objectives solved in the MARISMA framework.
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D Scientific objective Classic models Proposed advances - MARISMA

SO1 Adaptative Catalogues They are based on fixed taxonomic Ability to contain multiple taxonomic catalogues and the relationships

catalogues between their elements.

SO2 Hierarchies and Associativity They are intended for independent Ability to establish hierarchy trees and dependencies between different

risk analysis patterns.
Ability to establish a risk analysis hierarchy.
Ability to establish associativity relationships between shared assets.

SO3 Knowledge Reuse and Learning Lack knowledge reuse capacity Ability to learn based on information received from multiple sources:
(i) Other associated patterns; (ii) Employer installations; (iii) The
pattern of origin;

(iv) Categorised security events.

SO4 Dynamic and Evolutive Criteria It is designed for static risk analysis Once the initial creation effort has been made, the system will be
dynamic and will evolve into its reality over time, thanks to the
feedback of its patterns and events it receives.

SO5 Collaborative Capacity Lack the ability to collaborate Ability to function as a hive mind. The security impacts received by
the systems and categorised by means of events can be transferred to
other systems of the network, to warn them of the increase in
temporary attacks that affect certain controls. This makes it possible to
introduce the concept of “temporary external risk”.

SO6 Low Level of Subjectivity They lack mechanisms that reduce Ability to make suggestions over time, to adjust the values of the

subjectivity different elements of the RA, to the existing reality and not to the
perceived reality.
Table 4

Detailed description of Technological Objectives solved in the

MARISMA framework.

ID Scientific objective Classic models Proposed advances - MARISMA

TO1 Simplicity and Low Cost They are not focused on reducing the Focused on minimising generation and maintenance efforts through
cost or complexity of it. Completion process automation. Completion time: From 1 day to 1 week.
time: From several weeks to months.

TO2 Tool Support Only some of them are supported by It has a tool with two parts: (i) A global knowledge base of patterns
tools, but these act as mere content hosted in the cloud; (ii) Support for instances that can be hosted in
management systems. local clouds, with the option of sharing or not sharing information

between the nodes that make up the cloud.

TO3 Global Scope They are usually focused on a Ability to contain taxonomies focused on any objective (safety
specific objective, or even a specific management, critical infrastructures, naval security, ....) and sectorised.
sector. All of a company’s risk views can be supported on the same basis.

TO4 Practical Cases Many of them do not have real Currently, the methodology has been applied in hundreds of cases

application cases.

around the world with multiple standards, sectors, and countries,
which allows you to have an ever-increasing knowledge base.

the ISO/IEC 27001:2013 standard, security management under the
ISO/IEC 27001:2022 standard, cyber—physical systems, security in big-
data environments, security for business processes, generic critical
infrastructures, critical infrastructures in the chemical sector, critical
infrastructures in the energy sector, critical infrastructures in the port
sector, ship security, etc.) that have been subsequently refined in
real-world applications. Experience has shown that creating a pattern
requires between 1000 and 1500 h of research, including the refine-
ment phase. The lifetime of a pattern is currently estimated to be
between 5 and 10 years. However, eMARISMA enables quick and easy
maintenance of patterns, allowing them to evolve and adapt.

During the implementation of MARISMA across different sectors,
several challenges arose, extending beyond technical aspects. Organi-
sational challenges were particularly evident in companies with rigid
structures or defined hierarchies, where the adoption of new tools
and processes was slower due to resistance to change and a lack of
specialised cybersecurity training. These obstacles were addressed by
providing specific training for staff and adapting the framework to the
unique needs of each organisation, enabling a more gradual and natural
adoption of the system.

At a technical level, integrating MARISMA with legacy infrastruc-
tures and pre-existing systems proved challenging, especially in or-
ganisations with outdated technology. These barriers were overcome
through the flexibility and scalability of eMARISMA, which allowed for
a phased integration without disrupting daily operations.
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Furthermore, cultural challenges related to risk management in
sectors less familiar with cybersecurity required an emphasis on raising
awareness of the importance of proactive risk management.

Among the lessons learned, it became clear that a gradual, collab-
orative implementation approach is essential. Ensuring participation
from all levels of the organisation and providing ongoing support
were key to facilitating the transition and maximising the success of
MARISMA’s deployment.

In summary, we believe that the proposed method has demonstrated
its capacity to provide a solution to the proposed scientific and techno-
logical objectives, obtaining a new method that allows for much more
advanced and complete risk analyses than classic methods. Moreover,
the management and maintenance processes of these systems have
become simpler and less costly, thereby increasing the accuracy of
the results. However, opportunities for further improvement and new
advances in the proposed method exist, which will allow increasingly
accurate and valuable results to be obtained for companies that use it.

6. Conclusions and future work

Traditional methods of risk analysis and risk management, although
developed over a long period, still have important limitations that are
further accentuated in today’s changing environment, as they were not
created to take advantage of the technological changes and opportuni-
ties that have arisen from this technological evolution. As we have seen
throughout the article, the emergence of new technologies gives us the
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opportunity to create a new generation of risk analysis that is more
powerful, with greater capacity for adaptation, associativity, learning,
and reuse of knowledge, dynamic, collaborative, and more accurate. All
this, while making them simpler to generate and maintain, allows them
to be used by all types of organisations, regardless of their size.

Thus, the purpose of this study is to present the development of a
new framework called MARISMA to analyse and manage technological
risks, which is supported by a cloud-based tool called eMARISMA. This
framework, which provides solutions to the main problems encountered
in classic risk analysis and management systems, is the result of years
of validation in organisations of different sizes (from SMEs to large cor-
porations and state bodies), in different sectors (mainly technological,
chemical, energy, insurance, port, and public sector), in different coun-
tries (mainly in Spain, Argentina, Colombia and Ecuador), and with dif-
ferent security standards (mainly based on Magerit, ISO/IEC 27001, IEC
62443 taxonomies) and applied to different contexts (mainly Security
Management, Critical Infrastructure, Naval Cybersecurity).

In addition, the ability to evolve dynamically through the reuse
of knowledge introduces the high-potential concept of collaborative
security (hive-mind). This mechanism allows companies to protect each
other and make their risk analysis an element that evolves not only with
internal information but also draws on a global knowledge network.

Lessons learned from our work include the construction and val-
idation of the framework through a large number of real cases with
great diversity (size, geographic, and business sector) that have led to
improvements and the possibility of defining patterns with a higher
level of specialisation. MARISMA’s inheritance capabilities, as well as
its knowledge acquisition and reuse mechanisms, are being used to
define new, more precise patterns with new approaches (e.g. applied to
measure risk levels associated with security systems in shipbuilding, to
measure cybersecurity risks in business processes, patterns to analyse
security risks associated with individuals or households, and patterns
for cybersecurity models associated with Agriculture 4.0).

In the future, in addition to ongoing research to develop new
patterns such as those mentioned in the previous paragraph, other chal-
lenges that have been identified in the current application phase will
be addressed. One of them is the creation of multidimensional patterns,
derived from the increasing need in organisations for an asset to be
analysed from different risk dimensions (e.g. a software asset can be
analysed from the dimensions of confidentiality, integrity, availability,
authenticity, and trustworthiness in a security management-oriented
approach, while its dimensions will be cybersecurity, privacy, reliabil-
ity, resilience, and safety in a cyber-physical systems security oriented
approach). In other words, an asset of value for a company can be anal-
ysed from multiple dimensions and therefore requires the application of
different patterns, but at the same time, these patterns can have partial
or total coincidences in their elements (threats and controls); therefore,
it is necessary to create a process to support this multidimensional
vision of the assets. This will provide systems with a greater risk-
management capacity to enhance the mechanisms of evolution and
learning patterns. In addition, new algorithms based on deep learning
techniques will be developed, which should provide MARISMA’s DRM
process with a greater risk prediction capacity, enriching the current
results of temporary external risk by introducing predictions derived
from artificial intelligence (e.g. the probability of the occurrence of
a natural disaster in a certain geographical location or of a potential
denial of service attack). Finally, we intend to extend this knowledge
to a new generation of individuals with more accurate risk patterns.

Other future lines of research, which are planned, include exploring
the application of MARISMA in new sectors, such as healthcare, fi-
nance, or transportation, where the framework’s adaptability and com-
prehensive risk analysis could address sector-specific challenges. Addi-
tionally, research should focus on integrating MARISMA with emerging
technologies like blockchain, the Internet of Things (IoT), and arti-
ficial intelligence (AI). These technologies introduce new risks that
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MARISMA?’s tools could help mitigate, but further refinement of its com-
ponents is required to ensure optimal effectiveness. Finally, continued
research into improving MARISMA'’s automation and predictive capa-
bilities, such as the use of machine learning algorithms, will enhance
its ability to anticipate and respond to evolving threats, making it even
more powerful in proactive risk management.
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