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Abstract

In the last years, Cyber-physical systems (CPS) have attracted substantial
mainstream, especially in the industrial sector, since they have become the focus
of cyber-attacks. CPS are complex systems that encompass a great variety of
hardware and software components with a countless number of configurations
and features. For this reason, the construction, validation, and diagnosis of se-
curity in CPS become a major challenge. An invalid security requirement for the
CPS can produce partial or incomplete configuration, even misconfigurations,
and hence catastrophic consequences. Therefore, it is crucial to ensure the val-
idation of the security requirements specification from the earlier design stages.
To this end, Onto-CARMEN is proposed, a semantic approach that enables the
automatic verification and diagnosis of security requirements according to the
ENISA and OWASP recommendations. Our approach provides a mechanism
for the specification of security requirements on top of ontologies, and automatic
diagnosis through semantic axioms and SPARQL rules. The approach has been
validated using security requirements from a real case study.
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1. Introduction

Cyber-Physical Systems (CPS) are receiving mainstream attention within
the industry, society and governments due to the enormous impact they have
[1], and providing citizens and businesses with a wide range of innovative ap-
plications and services [2]. CPS are very complex systems composed of a great
variety of components, sensors, controllers, computing, storage, protocols, and
communication channels [3][4]. Their enormous capabilities allow for a wide
range of new opportunities for industries and challenges such as those related
to safety and security [5]. However, the design of a CPS (i.e., requirement en-
gineering) is very challenging [6][7][8] since it involves elements from the real
world, software layer, network layer, hardware layer, etc. In addition, the de-
velopment of these systems has been carried out without thinking about the
security aspects or the new risks that this automation of processes implies,
which put the entire industrial infrastructure at risk [9]. Any security issue
could have catastrophic consequences [10]. Therefore, considering the security
requirements from the earliest steps of CPS design is crucial to avoid security
issues, even though it is challenging.

Security within industrial environments becomes a critical aspect [10] that
must be assumed at all stages, from early analysis before the CPS is in place
[11][8][12]. However, the enormous variability of the components involved in
CPS and their possible configurations make it extremely difficult to define a
correct bunch of security requirements [13][14]. Although security requirements
are the appropriate solution in academia, for CPS, there are a paramount of
physical, control and communication constraints and requirements, which make
the task of defining security requirements and translating them into the design
of the CPS even more complicated [15].

To manage this complexity, it is crucial to have a model that facilitates, on
the one hand, tackling the variability of CPS components and their constraints
and configurations, and security requirements and, on the other hand, enabling
reasoning capabilities to ensure the correct design of security requirements. This
problem has already been considered from the perspectives of variability [16]
and semantic [17, 18]. However, both approaches focus on the security testing
of critical systems based on the alignment of knowledge of threats and security
requirements.

In previous work, we proposed CARMEN [19] as a framework to describe and
diagnose security requirements. CARMEN is supported by two main elements,
a meta-model for defining security requirements and a catalogue of variability
models to gather CPS configuration constraints. CARMEN integrated weaving
techniques to transform security requirement instances into configurations that
are diagnosed through a specific variability model to explain why the security
requirement is valid. CARMEN presents various drawbacks to the use of sev-
eral models that are interrelated but unconnected, the dependency on ad-hoc
weaving templates to connect the models (i.e., meta-model of security require-
ments and variability models), and the partial automation of the whole process
of diagnosis.
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In the context of security requirements, ontologies provide a shared under-
standing of the relevant concepts and their relationships, helping stakeholders
to identify and articulate security needs more precisely. Ultimately, well-defined
security requirements ontologies contribute to building more secure and resilient
software systems.

Based on these limitations, Onto-CARMEN is proposed, a semantic ap-
proach to enable the modelling of security requirements for CPS and their
instant verification and diagnosis at design-time thanks to the reasoning ca-
pabilities provided by ontologies. For this purpose, the main contributions of
the Onto-CARMEN approach are:

1. The design and implementation of an ontology for CARMEN that enables
the definition of security requirements for CPS according to the security
recommendations of ENISA [3] and OWASP [20] guidelines.

2. A reasoning framework composed of semantic and SPARQL rules for the
verification and diagnosis of security requirements at design time that
enable to derive the correct security requirements.

To explain in detail each of these steps, the paper is organised as follows:
Section 2 introduces the background needed to understand the proposal. Section
3 describes the semantic model and rules to allow verification and diagnosis of
security requirements for CPS. Section 4 applies Onto-CARMEN to different
use cases to validate the approach. Section 5 reviews the most relevant papers;
and, finally, conclusions are drawn and future work is outlined in Section 6.

2. Background

This section introduces the background required to understand our contri-
butions. First, we present the main concepts related to the representation of
ontologies. Next, we briefly describe CARMEN, a framework for specifying and
diagnosing security requirements.

2.1. Ontology and representation of knowledge

An ontology is a formal model as an abstraction to represent real-world
concepts [21]. It specifies the categories of entities in a domain and the properties
of such entities.

There are common concepts related to the design and development of an
ontology, such as classes (that represent categories that group entities with
similar characteristics), individuals (specific instances or objects that belong
to a particular class or category), attributes (properties of individuals), and
relations (relationship between individuals).

Knowledge bases are constructed around an ontology. A knowledge base de-
scribes specific states in which a collection of unique instances of classes enables
interoperability across different heterogeneous systems and databases [22].

There exist several alternatives of ontology languages [23], KIF, OWL,
RDF+RDF(S) and DAML+OIL. The most popular language is OWL. OWL
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(Web Ontology Language) is a language designed to formalise ontologies whose
expressiveness is greater than that proposed by RDF. OWL uses classes to de-
fine a group entity with similar characteristics, individuals as specific instances
or objects that belong to a particular class or category, object properties as
binary relationships between individuals, data properties as attributes of indi-
viduals, defined datatypes to represent allowed values for data properties, and
axioms to represent cardinality and value constraints. The expressive resources
of OWL include union, intersection, complement, and equivalence of concepts,
functional, inverse, existential, and universal quantification in object properties
and numerical restrictions. OWL2 is the next version of OWL and it incor-
porates expressive resources not included in OWL and distinguishes a set of
fragments that are useful in practical applications. OWL2 is the latest W3C
Recommendation for ontologies.

SPARQL [24] is a language designed to reasoning [25], query and modify
ontologies. It is a language quite similar to SQL, the main difference being that
SQL assumes that the data are implemented in tables, and SPARQL assumes
that the data are implemented in RDF graphs. Listing 1 shows an example of a
query that modifies the ontology by deleting an element that fulfils a condition
and inserting a new one.

Listing 1: Example of SPARQL rule

MODIFY

DELETE {?x <unidata#isTeachearin > ?z}

INSERT {?x <unidata#isTeachearin >

<unidata#English >}

WHERE {?x <unidata#isTeachearin > ?z.

FILTER (?z = unidata#Spanish >)}

2.2. CARMEN framework

Figure 1 shows the steps of the CARMEN process. The process begins with
the definition of security requirements for CPS. CARMEN contains a meta-
model to support the definition of model instances as security requirements for
CPS. Moreover, CARMEN uses feature models to represent the variability of
configurations for CPS and security requirements. CARMEN maps security
requirement instances with feature model concepts into security configurations
through Model-Driven techniques such as weaving templates and transforma-
tions. Model weaving enables customising the model-to-model transformation
according to the elements included in the requirement.

For this reason, the model-to-model transformation is fed (as shown in Figure
1) from the security requirement, the feature model, and the weaving templates.
The result of the model weaving is a customised model-to-model transforma-
tion that enables the generation of a security configuration as an artefact to
be verified and diagnosed. Thus, given a model instance as a security require-
ment for CPS, it is transformed through the model-to-model transformation
(previously customised by the weaving) into security configurations. These con-
figurations are diagnosed using automated analysis based on feature-oriented
domain analysis engines [26]. The configurations are verified, but in case of
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invalid configurations, the diagnosis represents the explanation which turns an
invalid configuration into a valid one.

Figure 1: CARMEN process summary

The metamodel (see Figure 2) is focused on the security requirement entity
that relates to a set of assets and security features. These assets have been
aligned with the best security practises for IoT in the context of critical infras-
tructures formulated by the ENISA agency [3], and security features for CPS
are obtained from OWASP [20] to extract the most important concepts (e.g.,
encryption, protocol, network, AES, SSL/TLS, Bluetooth, range, lifetime).
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Figure 2: CARMEN metamodel

The asset comprises any physical, electronic, or virtual component (or set of
them) presented in a CPS system. These components can be users, applications,
services, platforms, devices, infrastructures or information. Besides, there may
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be relationships between individual components, such as between a device and
the infrastructure that supports it.

The security feature represents the security concern for the requirements,
e.g., the type of encryption for information or communication components. And
the security property refers to Confidentiality or Integrity; a restriction must be
defined concerning the type of encryption, or in the case of Authentication, a
password policy must be defined.

Feature models [27] integrated with CARMEN as shown in Figure 3 are
used as formal models to gather the variability of restrictions and relationships
between assets and security features that must be considered for the configu-
rations. For example, when confidentiality is required, enforce communications
must be used as a secure channel. A feature model is a model which represents a
set of products but is defined by their features and their relationships. A feature
is a characteristic of the systems that can be configured, for instance, to choose
the communication protocol from various alternatives. As can be seen, the fea-
ture model has encompassed two main parts: (1) the assets (cf., Asset) involved
in the security requirement, and; (2) the security requirements (cf., Security)
specification where properties, conditions, and constraints can be defined.

Protocol

Constraint

CipherEnforce
Communcations

HTTPS SSL/TLS Tunneling

ChaCha20

Camellia

AES128
GCM

CPS_IoT

Asset Security

Level Condition Property

High

Very High

Low

Very High
Medium

Integrity Confidentiality

Infrastructure

PAN

Communications

Network

LANWAN VPN

WPANWLAN

Controller

FPGA

Device

ZWave

ZigBee

BLE

Wifi

CoAPP

LoRaWAN

Sensor

Presure

Accoustic Motion

Chemical

Humidity

Temperature

Mandatory

Optional Alternative

OR-Relation

Requires

MQTT

MQTT

Figure 3: CARMEN features model

3. Onto-CARMEN approach

This section introduces the Onto-CARMEN approach. First, we introduce
the process behind it, which consists of the definition of security requirements,
their validation and diagnosis. Then, the semantic model is described in detail.
Finally, the reasoning approach used to verify and diagnose is drawn.

3.1. Process overview

Figure 4 represents the workflow proposed by the Onto-CARMEN approach.
Initially, it is necessary to describe the security requirements (cf., Define Security
Requirement) that involve the CPS components and the security aspects. To
this end, a semantic model for CPS security requirements is formalised in Section
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Figure 4: Onto-CARMEN process overview

3.2. The ontology permits the creation of individuals as new instances of security
requirements.

To validate these requirements (cf., Verify Security Requirements), the infor-
mation gathered in the CARMEN feature models are translated into semantic
axioms and SPARQL rules. Section 3.3 provides the necessary details to know
the semantic rules and how they works. The validation through semantic rules
enables a first checking of the security requirements identifying the validity of
the requirement in (OK or KO). In the case of invalid security requirement, the
semantic rules enable a diagnosis by providing corrective actions to transform
into valid.

3.2. Semantic Model of CARMEN

This section focuses on Carmen’s semantic model, first presenting the
methodology used for its design and then presenting the resulting ontology de-
scribing its main elements.

3.2.1. Methodology

For the design of the ontology we have followed the well-known methodology
“Ontology 101 development Process” [21]. The following provides an overview
of how we have applied each step of the methodology.

• Determine the domain and scope of the ontology.

The ontology focuses on the definition of security requirements for CPS.
The requirements are associated with assets and their components (e.g.
users, devices, infrastructure, etc.) and a set of security features necessary
for their compliance (e.g. encryption, protocol, network, AES, SSL/TLS,
Bluetooth, range, lifetime).
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• Consider reusing existing ontologies.

Considering the scope of our ontology, we need to handle concepts related
to assets and security mechanisms applicable to the CPS domain and from
the point of view of defining security requirements.

We have not found ontologies that fully or partially cover the characteris-
tics and relationships needed to represent our research scope and therefore
we propose to develop an ontology from scratch. However, in the design of
our ontology we have taken into account the reuse of the knowledge avail-
able in the community. We have reused standard concepts which, although
they do not have specific ontologies, do define taxonomies of concepts. For
the identification of assets and their components (e.g. users, devices, in-
frastructure, etc.) we have followed the ENISA [3] guidelines. For the
associated security features we followed the OWASP [20] recommenda-
tions to extract the most important concepts (e.g. encryption, protocol,
network, AES, SSL/TLS, Bluetooth, range, lifetime).

We could extend specific concepts of this ontology by reusing other on-
tologies, e.g. by adding attack types, vulnerabilities, etc. However, with
the ontology developed we solve the problem in the scope of this work and
those additional concepts would not be used neither in the definition of
requirements nor in the reasoning about them for their diagnosis. How-
ever, in future work, we consider its evolution by extending it to support
a more complete definition and reasoning on security requirements or to
address other issues (e.g. threat intelligence knowledge, risk analysis and
management, etc.). In these extensions, we will study whether there are
ontologies that we can fully or partially integrate.

• Enumerate important terms in the ontology.

The important ontology terms have been extracted from CARMEN’s
metamodel (Figure 2). These include SecurityRequirement, Asset, Secu-
rityFeature, SecurityLevel, SustainabilityLabel, SecurityConstraint, etc.

• Define the classes and the class hierarchy.

We extract ontology classes from relevant terms and define them along
with their hierarchy to a sufficient level of detail for individual classifica-
tion.

• Define the properties.

We have established object and data properties that are necessary to rep-
resent the connections between individuals and to store their information.

• Define the facets of the slots.

We have defined axioms for minimum and maximum cardinality con-
straints, possible values for the domain or range and other constraints
such as transitivity, inverse, etc.
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Figure 5: General overview of the ontology

• Create instances.

We have populated the ontology with specific individuals or instances
that conform to the classes and properties defined in the ontology. These
instances represent different security requirements and allow us to validate
the ontology created.

3.2.2. Onto-CARMEN

This section presents the designed ontology, that consists of: 117 classes, 16
object properties, 2 data properties, 1 defined datatype, 12 individuals and 149
axioms. The following is a more detailed description of the main elements of
the ontology.

• Classes

Figure 5 displays the ontology classes and their relations. Only the main
classes are shown in the figure and subclasses have been omitted, details of
which are shown in Table 1. The main classes are shown below, together
with a short description.

Security Requirement. This class allows to specify the security needs
and features that are defined in the CPS environment. For this purpose,
both the set of assets involved in the definition of the requirement and the
security features to be incorporated to adequately protect them should be
indicated.
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Table 1: Detail of the subclasses of Onto-CARMEN
App

AnalyticAndVisualizationApp, DeviceAndNetworkManagementApp, DeviceUsageApp
Asset
Device

Actuator
ElectricActuator, HydraulicActuator, MagneticActuator, MechanicalActuator,
PnematicActuator, TCPSCPActuator, ThermalActuator

Controller
FPGAController, MicroController, MicroProcessorController

Sensor
AccousticSensor, ChemicalSensor, FlowmeterSensor, HumiditySensor,
LuminositySensor, MotionSensor, PressureSensor, TemperatureSensor

Information
Database

GraphDBDatabase, NoSQLDatabase, SQLDatabase
Datastore

GPFSDatastore, HDFSDatastore, NFSDatastore
Infrastructure

Ecosystem
DeviceManageEcosystem, EmbeddedSystemsEcosystem, InterfaceEcosystem

Hardware
GatewayHardware, PowerSupplyHardware, RouterHardware

SecurityDevice
Firewall

HardwareFirewall, SoftwareFirewall
Network

LANNetwork, PANNetwork, VPNNetwork, WANNetwork,
WLANNetwork, WPANNetwork

Protocol
BLEProtocol, CoAPPProtocol, LoRaWANProtocol, MQTTProtocol,
RFIDProtocol, WifiProtocol, ZigBeeProtocol, ZWaveProtocol

Service
AuthenticationSystemService, CloudAuthenticationService, IDSIPSService

Platform
CloudInfrastructureAndServicesPlatform, WebBasedServicesPlatform

Property
AuditProperty, AuthenticationProperty, AuthorisationProperty, AvailabilityProperty,
ConfidentialityProperty, DetectionProperty, IdentificationProperty, IntegrityProperty,
NonRepudiationProperty, PrivacyProperty, TrustProperty

SecurityConstraint
Certificate

OpenPGPCertificate, OpenSSLCertificate, SAMLCertificate, X509Certificate
Channel

HTTPSChannel, SSLTLSChannel, TunnelingChannel
Cipher

AES128GCMCipher, CamelliaCipher, ChaCha20Cipher
Password

MultiFactorPassword, StrongPassword, WeakPassword
SecureHashing

SHA2SecureHashing, SHA3SecureHashing
Signature

PSKSignature, SRPSignature
SecurityFeature
SecurityLevel
SecurityRequirement
SustainabilityLabel
User

ConsumerUser, ProcessUser, ProviderUser, ThirdPartyUser
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Asset. It is a term related to IT security risks that represents something
that holds value within the system and needs to be protected. An asset can
have one or more physical, electronic, or virtual components associated
with it (in this case that we are talking about the CPS domain they
can be users, applications, services, platforms, devices, infrastructures or
information). It may be added to the requirement description in order to
associate security features appropriate to the needs of the system to be
protected.

Security Feature. It represents the security aspects identified for the
requirements related to the assets. Thus, we can define what security
restrictions are involved for the assets (e.g., the type of encryption for
information or communication assets), which property or properties are
defined in the requirement (authentication, authorization, confidentiality,
and so on). A security level is also defined as varying from very low to
very high.

Security level and sustainability label. They indicate security levels (very
low, low, medium, high, very high) which can be associated with indi-
viduals of SecurityFeature and sustainability labels (A, B, C, D, E, F,
G) which can be associated with individuals of the majority of classes
(Infrastructure, Device, Platform, etc.).

• Properties

Table 2 and 3 show in Description Logic format the set of defined object
and data properties.

Some examples of object properties are: “hasSecurityLevel” which indi-
cates the security level associated with an instance of a SecurityFeature;
“hasAsset” which indicates the set of particular assets involved in a Secu-
rity Requirement; or “isLessSecureThan” and “isMoreSecureThan” that
indicate relations between elements that have distinct security levels.

On the other hand, several data properties have been defined. A security
feature can have an associated expression to be evaluated as a condition.
For this purpose we have defined the “condition” data property.

Moreover, our proposal allows us to have several assets and each one of
them to be linked with different, or the same, security feature (constraint,
property or condition) with different types of relationship. For example,
we can establish that the user (asset) access is controlled by a 2FA authen-
tication, linking to the authentication and the password policy features,
and has another asset such as wireless communications that are linked
to the security features of confidentiality and some type of encryption.
These relationships between assets and security features can have various
types of relationships, such as secure communication and user authen-
tication. This has been represented by using the data property “type-
Relationship” which takes values from the datatype “TypeRelationship”
(auditGuaranteed, authenticatedUser, authorisedUser, detectionSystem,
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encryptedInformation, identifiedUser, nonRepudiationGuaranteed, priva-
cyGuaranteed, secureCommunication, trustGuaranteed).

Table 2: Object properties defined for Onto-CARMEN
Object property Description logic

hasAsset
∃ hasAsset Thing ⊑ Asset ∨ SecurityRequirement
⊤ ⊑ ∀ hasAsset Asset

hasInfrastructure
∃ hasInfrastructure Thing ⊑ Device ∨ Information ∨ Asset
⊤ ⊑ ∀ hasInfrastructure Infrastructure

hasApp
∃ hasApp Thing ⊑ Asset
⊤ ⊑ ∀ hasApp App

hasDevice
∃ hasDevice Thing ⊑ Asset ∨ Infrastructure
⊤ ⊑ ∀ hasDevice Device

hasInformation
∃ hasInformation Thing ⊑ Asset ∨ Infrastructure
⊤ ⊑ ∀ hasInformation Information

hasPlatform
∃ hasPlatform Thing ⊑ Asset
⊤ ⊑ ∀ hasPlatform Platform

hasProperty
∃ hasProperty Thing ⊑ SecurityFeature ∨ SecurityConstraint
⊤ ⊑ ∀ hasProperty Property

hasSecurityConstraint
∃ hasSecurityConstraint Thing ⊑ SecurityFeature ∨ Property
⊤ ⊑ ∀ hasSecurityConstraint SecurityConstraint

hasSecurityFeature
∃ hasSecurityFeature Thing ⊑ SecurityRequirement
⊤ ⊑ ∀ hasSecurityFeature SecurityFeature

hasSecurityLevel
∃ hasSecurityLevel Thing ⊑ SecurityFeature
⊤ ⊑ ∀ hasSecurityLevel SecurityLevel

hasSustainabilityLabel
∃ hasSustainabilityLabel Thing ⊑ App ∨ Asset ∨ Device
∨ Information ∨ Infrastructure ∨ Platform ∨ SecurityConstraint
∨ SecurityFeature ∨ SecurityRequirement ∨ User
⊤ ⊑ ∀ hasSustainabilityLabel SustainabilityLabel

hasUser
∃ hasUser Thing ⊑ Asset
⊤ ⊑ ∀ hasUser User

isLessSecureThan
∃ isLessSecureThan Thing ⊑ SecurityLevel
⊤ ⊑ ∀ isLessSecureThan SecurityLevel

isLessSustainabilityThan
∃ isLessSustainabilityThan Thing ⊑ SustainabilityLabel
⊤ ⊑ ∀ isLessSustainabilityThan SustainabilityLabel

isMoreSecureThan
∃ isMoreSecureThan Thing ⊑ SecurityLevel
⊤ ⊑ ∀ isMoreSecureThan SecurityLevel

isMoreSustainabilityThan
∃ isMoreSustainabilityThan Thing ⊑ SustainabilityLabel
⊤ ⊑ ∀ isMoreSustainabilityThan SustainabilityLabel

Table 3: Data properties defined for Onto-CARMEN

Data property Description logic

condition
∃ condition Datatype Literal ⊑ SecurityFeature
⊤ ⊑ ∀ condition Datatype string

typeRelationship
∃ typeRelationship Datatype Literal ⊑ SecurityRequirement
⊤ ⊑ ∀ typeRelationship Datatype RelationshipType

• Facets of the slots

Now, the axioms defined in the ontology are presented. We take as an ex-
ample a concrete class (SecurityRequirement) to comment on the defined
axioms. Table 4 shows the description logic corresponding to that class.

The axioms related with SecurityRequirement class state that it has at
least one asset, one relationship type and one security feature associated
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with it. It can also be associated (or not) to a sustainability label. In
the securityRequirementHasSecurityFeature object property the domain
is limited to individuals of the SecurityRequirement class, the range to
individuals of the SecurityFeature class and the minimum cardinality is
specified to be one (some).

Table 4: Axioms for SecurityRequirement class

⊑≥ 1 hasAsset . Asset
⊑≥ 1 typeRelationship . RelationshipType
⊑≥ 1 hasSecurityFeature . SecurityFeature
⊑ (≥ 0 hasSustainabilityLabel . SustainabilityLabel)

⊓ (≤ 1 hasSustainabilityLabel . SustainabilityLabel)

Some relationships are inverse such as hasSecurityConstraint and hasProp-
erty. Others are transitive, such as the object properties isLess or isMore
associated with security levels and sustainability labels in which one can
be inferred to be greater or less than the other even though they do not
have a direct connection.

On the other hand, value constraints have been used to restrict the val-
ues of the data property “typeRelationship” to a set of values defined
in an own datatype “RelationshipType” (auditGuaranteed, authenticat-
edUser, authorisedUser, detectionSystem, encryptedInformation, identi-
fiedUser, nonRepudiationGuaranteed, privacyGuaranteed, secureCommu-
nication, trustGuaranteed).

• Instances

For the validation of the ontology several instances have been created such
as the one shown in Figure 6 in which a Security Requirement (SR1) is rep-
resented with an asset (composed of network, protocol, sensor, controller)
and a security feature (composed of channel, property, cipher) associated
with it. The figure shows the object properties and the data property
values are detailed in Table 5.

The requirement states that the wireless communication between the tem-
perature sensor and the Arduino micro-controller must be encrypted in
order to maintain a high level of confidentiality. This requirement also es-
tablishes a security feature that specifies that the communication must be
encrypted in accordance with confidentiality standards. To achieve this,
we have defined the property of Confidentiality, which is associated with a
specific type of encryption (Camellia) and a secure communication channel
(HTTPS). This security feature applies to an asset that includes the tem-
perature sensor and Arduino, which communicate with each other over a
WLAN network using either BLE or RFID. This relationship between the
security feature and the asset is referred to as “secure communication”.
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Figure 6: Security requirement SR1 represented with Onto-CARMEN

Table 5: Detail of the data properties associated to SR1
Instance Class Data Property Value
SR1-SecurityRequirement SecurityRequirement typeRelationship secureCommunication

3.3. Reasoning framework

As previously explained in Section 2, there is a set of feature models that
gathers the restrictions and relationships between elements that must be taken
into account for the security configurations created to be valid. In Onto-
CARMEN these constraints have been defined by means of a set of SPARQL
rules instead of in the OWL ontology itself. This decision allows us not only
to reason about the ontology for the validation of security configurations, but
also to diagnose and repair them in an automated way. This means that each
defined rule checks a certain invalid situation and, in case of detecting it, makes
the necessary changes (modifying properties, adding or deleting instances, etc.)
to convert it into a valid configuration.

To represent all the necessary constraints, we have defined a SPARQL rule
for each constraint present in the CARMEN feature models. The rule set is
applied iteratively until the security requirement is valid. That is to say, a series
of rules will be triggered by a situation that may remove or add elements, thus
constituting another situation that may be valid or that may trigger other rules.
In this way, valid configurations are achieved in an iterative and incremental
manner.
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Several examples are presented below. In the first one we focus on a restric-
tion that indicates that if in a security feature, we are using a Camellia cipher,
the security level associated with that security feature has to be medium. The
rule CamelliaRequiresMediumSecurityLevel shown below is in charge of detect-
ing situations in which this type of cipher is being used but the security level is
not adequate and, if found, it would change the security level associated with
the security feature to the correct one (medium in this case).

Figure 7 shows how the rule is applied to the security requirement SR1
(previously presented), detecting an invalid situation (marked in red) since it
presents a high security level and how after applying the rule, the security level
has been modified to medium (marked in green).

CamelliaRequiresMediumSecurityLevel SPARQL rule

DELETE {

?sf ontocarmen:hasSecurityLevel ?sl .

}

INSERT {

?sf ontocarmen:hasSecurityLevel

ontocarmen:MediumSecurityLevel .

}

WHERE{

?sf a ontocarmen:SecurityFeature .

?sf ontocarmen:hasSecurityLevel ?sl .

FILTER (?sl != ontocarmen:MediumSecurityLevel) .

?sf ontocarmen:hasSecurityConstraint ?sc .

?sc a ontocarmen:CamelliaCipher .

}

In the following example, we focus on a restriction that indicates that if there
is a security feature that requires confidentiality it must enforce communications
by using a secure channel. Next we show the rule ConfidentialityRequiresChan-
nel that is in charge of capturing the non-compliance of this restriction and of
solving it by creating a channel and associating it to the security feature in an
appropriate way.
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Figure 7: Application of the CamelliaRequiresMediumSecurityLevel rule to SR1

ConfidentialityRequiresChannel SPARQL rule

INSERT {

?ch a ontocarmen:Channel .

?sf ontocarmen:hasSecurityConstraint ?ch

}

WHERE {

?sf a ontocarmen:SecurityFeature .

?sf ontocarmen:hasProperty ?p .

?p a ontocarmen:ConfidentialityProperty.

FILTER NOT EXISTS {

?sf ontocarmen:securityFeatureHasSecurityConstraint ?sc .

?sc a ontocarmen:Channel . }

}

4. Experimental validation

In this section, various security requirements from a real-case study are em-
ployed to validate the approach in terms of reasoning capabilities for validation
and verification of security requirements.

The security requirements are obtained from a CPS system for hydroponic
farming [19], in which various components are involved, both hardware and
software. Hydroponic farming is controlled by the following physical elements:
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Figure 8: Security requirement SR2 represented with Onto-CARMEN

temperature, light and humidity sensors; heater, cooler, ultraviolet, nutrient
injector and water pump actuators; a controller that is an Arduino device that
receives the data from all the sensors and sends it (via wireless connections)
through a web system to a Big Data system for subsequent storage, analysis
and display. In addition to the physical part, the controller is connected to a
visualisation and control system with Big Data technologies where a dashboard
is deployed, along with a data handler, and a datastore (HDFS and HBASE).

The security requirements of the case study are described below.

• Security requirement SR1: This requirement, that defines an enforce-
ment of communications between sensors and controllers of the CPS, has
been described in previous section.

• Security requirement SR2: The short-range sensors of temperature,
light and humidity are connected to an Arduino controller via Bluetooth.
The transmitted information acts under the HTTP client/server protocol
but the transmitted information must be secured by applying the SS-
L/TLS protocol over HTTP, ensuring confidentiality. This information is
stored encrypted in a local webserver with HDFS and HBASE, ensuring
integrity. Figure 8 shows the SR2 requirement but omitting some object
properties to make it clearer and showing the data properties in Table 6.

First, SR2 defines that the communication must be confidential with a
high level, so the security feature is defined which has the property of
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Table 6: Detail of the data properties associated to SR2
Instance Class Data Property Value
SR2-SecurityRequirement SecurityRequirement typeRelationship secureCommunication

encryptedInformation

confidentiality and a secure communication channel using HTTPS. These
conditions are checked using the SPARQL rules shown in Section 3.3.
However, this is invalid: the database and datastore are being related
to a security feature with a very high-security level using AES128GCM
encryption, whereas this cipher is just indicated for high-security level.
The next SPARQL rule enables to detect this invalid situation.

AES128GCMRequiresHighSecurityLevel SPARQL rule

DELETE {

?sf ontocarmen:hasSecurityLevel ?sl .

}

INSERT {

?sf ontocarmen:hasSecurityLevel

ontocarmen:HighSecurityLevel .

}

WHERE{

?sf a ontocarmen:SecurityFeature .

?sf ontocarmen:hasSecurityLevel ?sl .

FILTER (?sl != ontocarmen:HighSecurityLevel) .

?sf ontocarmen:hasSecurityConstraint ?sc .

?sc a ontocarmen:AES128GCMCipher .

}

After diagnosing SR2, there are two options as corrective actions: (1)
lowering the security level from very high to high to comply with the con-
ditions of AES128GCM; or (2) changing the encryption type to ChaCha20.
In our proposal, we have defined a SPARQL rule for each constraint, so
the rule implements one of the possible solutions (in this case, the de-
fined rule would change the security level from very high to high). As an
improvement point of our proposal, additional rules could be defined for
each possible solution. These rules would check more elements related to
that situation, and the rule for the most appropriate solution would be
triggered. However, this approach would increase the number of rules in
our proposal very considerably.

• Security requirement SR3: The nutrient injector is a critical device for
the hydroponic farming and therefore integrity, confidentiality and authen-
tication must be guaranteed in all actions performed with it. Therefore,
only a user with a valid x509 digital certificate will be in charge of sending
orders to the device and this access will be registered. Figure 9 shows
the SR3 requirement omitting some object properties that are detailed in
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Figure 9: Security requirement SR3 represented with Onto-CARMEN

Table 7.

Table 7: Detail of the data properties associated to SR3
Instance Class Data Property Value
SR3-SecurityRequirement SecurityRequirement typeRelationship auditGuaranteed,

authenticatedUser,
secureCommunication

Similar to SR2, SR3 defines that communication must be confidential at
a high level, so the security feature is defined which has the property of
confidentiality and a secure communication channel using HTTPS. On the
other hand, SR3 defines that users must access through an authentication
service with a high security level, compliance with authentication and au-
thorisation through a user’s x509 certificate and must comply with correct
user status as a condition for access. Further, auditing property must be
guaranteed through the registration of all the accesses of any assets made
by authentication service.

SR3 is an invalid requirement due to two main conditions: (1) the encryp-
tion is invalid for high security level; and, (2) the use of authentication
services requires the enforcement that is not established in the require-
ment.
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AuthenticationAndHighSLRequiresMultifactorPassword SPARQL rule

INSERT {

?ch pa :Password .

?pa :typePassword "multiFactor" .

?sf :securityFeatureHasSecurityConstraint ?ch

}

WHERE {

?sf a :SecurityFeature .

?sf :securityFeatureHasProperty ?p .

?p :typeProperty "authentication" .

?sf :securityFeatureHasSecurityLevel ?sl .

FILTER (?sl = ontocarmen:HighSecurityLevel) .

FILTER NOT EXISTS {

?sf :securityFeatureHasSecurityConstraint ?sc .

?sc a :Password }

}

After diagnosing SR3, the proposed SPARQL rules enables various op-
tions as corrective actions: (1) in the same way as SR2, lowering the
security level from very high to high to comply with the conditions of
AES128GCM; and (2) including the enforcement of authentication using
a password policy mechanism according to the high security level, thus, a
Multifactor password system.

5. Related Work

In this section, we survey some of the existing ontologies related to specific
security requirements, particularly for CPS. We will also study the ontologies
of security requirements for analysis and risk management.

There are numerous works dedicated to the study of security ontologies from
different phases and purposes of software engineering [12, 17, 28, 29]. From the
analysis and classification of security requirements [30, 31, 32] to the design and
use of patterns [33, 34] and tools [35, 36].

There are other works that focus their studies on security ontologies in
specific fields such as Cloud computing [37, 38] and IoT [39, 40, 41]. There
are also works applied to specific environments or scenarios such as healthcare
[42, 43, 44, 45] or intelligent systems [46, 47, 48], to mention just a few.

On the other hand, the security ontologies for risk analysis and management
allow to obtain automatically an overview of the whole system. These ontologies
are used to infer the necessary knowledge and estimate the risk level of the
analysed system [49]. There are some works on the definition and use of security
ontologies for risk analysis and management [50, 51, 52, 53]. Other works are
related to the cybersecurity vulnerability ontology or attacks [54, 55, 56]. In
addition, in [57], the authors perform an ontological analysis of the impact of
defects, errors and failures of software systems from a risk analysis perspective.
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As we can see, security ontologies is a well-studied topic where we can find
numerous proposals. Most of them are focused on how to define, design and use
them to model and classify, for example, security requirements, which is what
we propose in this paper, but oriented to a CPS environment. If we focus on this
type of environment, there are few proposals found that can be related to the
definition and modelling of security requirements. We can highlight the work by
Shaaban et. al. [18] who introduce an ontology-based security tool-chain able
to be integrated with the initial stages of the development process of critical
systems. The tool detects the potential threats, and applies the suitable secu-
rity requirements which can address these threats and ensure that the security
requirements are fulfilled. Our proposal, for the time being, and unlike the work
of Shaaban et. al., does not take threats into account to establish security re-
quirements, i.e., it is not threat-driven. Our proposal focuses on the correct and
consistent definition of a security requirement, and its subsequent validation,
with all possible characteristics of CPS environments, i.e., it is driven by secu-
rity requirements. In [58] authors present an ontology-driven framework that
captures the relationship between cyber and physical systems to semantically
reason about the impact of cyber-attacks on the physical systems. The objective
of this proposal is to reason about possible attacks in a specific scenario, so it
does not offer any mechanism to define security requirements that could protect
the system from such possible attacks from the beginning of the development as
we offer in our proposal. Other work related to CPS is presented by Balduccini
et. al. [59] who take the model created by the CPS framework by applying
ontological approaches and reasoning techniques in order to achieve a greater
understanding of CPS. This work formally models the trustworthiness aspect to
check whether the impacts that occur satisfy the cibersecurity properties and
what actions need to be taken. It does not model any security requirements or
possible security configurations in these environments. Our proposal provides
the necessary mechanisms to define the security requirements or needs of a CPS
and to diagnose whether they are well defined and satisfy the properties of the
CPS environments.

As we have previously indicated, some proposals provide security ontologies
to define, model, and classify security requirements. Many proposals focus on
system development or specific contexts related to CPS such as IoT systems.
These proposals focus more on policies, communications, or specific domains.
Our proposal focuses on a specific environment such as CPS systems where any
domain that makes use of CPS concepts has a place. In addition, our proposal
focuses on helping in the early stages of development by identifying, modelling,
and analyzing security requirements. This allows to conduct a verification and
validation of the requirements, finding incompatibilities in their security config-
uration or poor definition and inconsistency during the security requirements
elicitation phase.
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6. Conclusions and future work

In this paper, we propose the design and implementation of a security ontol-
ogy called Onto-CARMEN. Onto-CARMEN is capable of capturing the security
needs of CPS systems through the definition of security requirements. The ele-
ments that will be part of the requirements are identified following the security
recommendations of the ENISA and OWASP guides. In addition, once Onto-
CARMEN has been created, a reasoning framework is proposed incorporating
the necessary SPARQL queries for the verification and diagnosis of security re-
quirements at design time. This allows users to know at all times whether or not
the definition of the requirement is adequate and complies with the ontological
rules. It also allows users to detect incorrect security requirements definitions
and derive or recommend correct security requirements according to the defined
ontology.

The main limitations of CARMEN were the use of different unconnected
models, the dependency on ad-hoc weaving templates to connect the models,
and the partial automation of the whole process of diagnosis. Thus, CAR-
MEN needs to transform a security requirement into an intermediate artefact
(configuration) to diagnose it. However, Onto-CARMEN presents an automatic
process for the verification and diagnosis of security requirements for CPS at
design time. That is, Onto-CARMEN can ensure that the security requirement
is according to CPS and the ENISA and OWASP guidelines just by using the
ontology and a set of rules. Although the Onto-CARMEN ontology only collects
the ENISA and OWASP recommendations, the use of ontologies presents great
advantages, such as interrelating concepts with other ontologies from different
domains. Finally, it is important to clarify that Onto-CARMEN is not devised
to analyse the entire design of a CPS but to security requirements for CPS.

In future work, we will incorporate other existing security ontologies to ex-
tend and enrich Onto-CARMEN by incorporating threat intelligence knowledge
and risk analysis and management ontologies. We also plan to extend our pro-
posal to add the knowledge and reasoning engine to predict attacks and risks
as soon as a security requirement is defined.

For future work we will use the NeON methodology [60], which stands out
for its focus on the reuse of resources in the creation of ontologies. In addition,
we propose the use of SHACL (Shapes Constraint Language) for the definition
of rules in a way that preserves the declarative nature of ontologies.

In addition, we intend to make system security configurations more sustain-
able. For this purpose, we intend to incorporate concepts of sustainability and
energy efficiency and consumption for all types of assets and all security fea-
tures of CPS systems. This will add to our proposal the ability to predict and
recommend the best and most efficient security mechanisms and configurations
for a specific CPS environment.
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