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Abstract—Cyber-physical systems (CPSs) have an increasingly
presence on critical infrastructures and an impact in almost
every aspect of our daily life. However, CPSs face a growing
and serious security issue due to the widespread connectivity
between the cyber world and the physical world. Although risk
assessment methods for traditional IT systems are now very
mature, these are not adequate for risk assessment of CPSs due to
the different characteristics of the later. In this paper we propose
a novel risk analysis technique for CPSs based on MARISMA,
a security management methodology. Our work proposes the
definition of the MARISMA-CPS pattern that incorporates a set
of reusable and adaptable elements that allows risks in CPSs to
be managed and controlled. A case study for a smart hospital
is presented, showing how the reusability and adaptability of
the proposal allows the proposed MARISMA-CPS pattern to be
easily adapted to any CPS environment.

Index Terms—Risk analysis, Risk assessment, MARISMA,
Cyber-Physical System

Type of contribution: Research already published.
I[. INTRODUCTION

CPSs are smart systems that include computing, storage,
and communication features which can monitor and/or man-
age objects in the physical world, and which can build a wide
range of innovative applications and services that are available
for citizens and businesses alike.

Cybersecurity plays a key role in making companies more
competitive, and is, therefore, a fundamental discipline be-
cause of its role in concincing users that CPS, their infor-
mation, and the supporting communications and information
infrastructures be fully protected.

An appropriate risk assessment of CPS should provide
a comprehensive understanding of the CPS security status
and support the effective allocation of protected resources.
Although risk assessments in traditional IT systems are mature
a distinct and novel risk analysis and management (RAM)
method for CPSs is needed in order to cover the growing
security issues that arise due to the large differences between
IT systems and CPS.

II. MARISMA FRAMEWORK

We have developed a methodology called "MARISMA”
which is a RAM methodology that can be adapted to any type
of IT environment which defines the meta-pattern, in which
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Fig. 1.

security controls are considered from the beginning of the
risk analysis process, and which allows the reuse of artefacts
and the definition of patterns for specific contexts. Moreover,
as it is supported by the eMARISMA tool, the process and
decision making are made agile and simple (see Fig. 1).

III. MARISMA-CPS PATTERN

This work defines a specific pattern (MARISMA-CPS)
aiming to provide a complete RAM environment based on
the MARISMA methodology. The proposed pattern allows
risks in CPS to be managed and controlled. To build the
pattern from the elements defined in the meta-pattern, the first
thing to do is to review the literature, search for standards,
recommendations, proposals and good practices in the context
of RAM, trying to focus the search towards IoT and CPS
environments to find domain standards and appropriate con-
trols for CPSs, taxonomies of assets, threats and dimensions,
which are the main elements of the meta-pattern. For the
MARISMA-CPS pattern we have been guided by the ENISA
and NIST recommendations for IoT and ISO/IEC 27.000 and
IEC 62443 standards, where they establish sets of possible
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Fig. 2. Components of the MARISMA-CPS pattern

controls, taxonomies of assets, threats, dimensions, etc. that
can serve as a first approximation for the construction of the
pattern. eMARISMA tool facilitates the creation of the pattern
and manages and relates all the elements of the pattern in a
simple, intuitive and direct way. The elements considered for
the MARISMA-CPS pattern are shown in the Fig. 2.

« Domains, control objectives, and controls: there are 3
categories: Policy-related controls (PS) with 12 controls,
Organisational controls (OP) with 14 controls, and Tech-
nical controls or measures (TM) with 57 controls.

« Families and types of asset: Devices, Ecosystem Devices,
Communications, Infrastructure, Platform & Backend,
Decision Making, Applications & Services, and Infor-
mation/Data.

o For the dimensions of the MARISMA-CPS pattern, we
have considered in light of Trustworthiness which is
defined in the framework for CPSs published by the
NIST. The dimensions considered are: Cibersecurity,
Privacy, Safety, Reliability and Resilience.

o Families and types of threats: classification of threat
families into 7 groups: Physical attack, Damage loss
(IT assets), Disaster, Failures/malfunction, Outages,
Eavesdropping/interception/hijacking, Nefarious activ-
ity/abuse, and Legal.

In order to complete the pattern, it is necessary to define
the objectives, domains and threats matrix, which establishes
the dependency relationship not only among controls but also
among threats. Another matrix that needs to be defined for
MARISMA is the matrix of type of assets, type of threats
and dimensions, which establishes the existing relationships
among the types of threats and dimensions that for each type
of asset are those most likely to be attacked. These matrices
must also be defined in eMARISMA tool.

IV. CASE STUDY

The next step is to instantiate the pattern to a concrete
case, for which we have chosen a smart hospital which
seeks to improve existing patient care procedures, and create
more sustainable, more secure and more intelligent healthcare
facilities by introducing new capabilities that are achieved
through optimised and automated processes built in an ICT

Audits [Smart Hospital] Kiviats

[ Smart Hospital

\ | yam

EM - Ecosystem Management

€O~ Continuity of Operations ISAR - IT Security Architecture

CSIM - Computer securiy incident management ISAD - IT Security Administration

DET- Detection 1AM - Identity and access management

PES - Physical 1SM-IT secu

Fig. 3. Levels of coverage with Kiviat diagrams for the case study

environment of interconnected assets, mostly IoT. In order to
do so, it is necessary to study in depth the types of assets
involved in the system and to analyse and identify the types
of threats that may affect the system and cause damage to the
assets.

When using the MARISMA-CPS pattern to perform the
risk analysis, as soon as the assets have been added to the
tool, the relationships established in the pattern among assets,
threats and dimensions will serve to allow the tool to start
executing the risk analysis with the assets in the case study.
The tool will show the results of the current risk for this
set of assets in real-time. The tool provides a dashboard that
shows the real-time coverage levels of the controls in real-
time, allowing them to be tracked graphically and visually. It
also allows a visualisation of the current level by means of
kiviat diagrams in three categories: (i) by overall audit (see
Fig. 3); (ii) by domain; and (iii) by control objectives.

V. CONCLUSIONS

We have developed a pattern totally oriented towards CPS,
using as a basis to the meta-pattern of the MARISMA
methodology. This pattern is made up of three taxonomic
catalogues (controls, assets and threats) evolved from interna-
tional standards and recommendations and oriented towards
CPS. The dependency matrices between the elements of the
pattern have also been obtained, which allows it to obtain
the necessary properties for the reuse of knowledge and its
subsequent adaptation over time. Its integration within the
MARISMA framework, and the tool that supports it, has
allowed its validation in practical cases.
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